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PCD3.M6860

Power CPU with 2 Ethernet interfaces

April 2013, U. Jaggi & M. Montani
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Program

*Introduction

=Features and use cases

*IP addressing

=Life demonstration > Michael Montani
*Good to know
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Separating Ethernet networks

" b

i r Firmennetzwerk

Ethernet2 L

Ethernet 1

Automationsnetzwerk

Redundant Ethernet networks

sje- Sje-

Ethernet 2 Ethernet 1

(2 port switch) \
Based on PCD3.Mxx60 CPU platform @
Technical data are identical to PCD3.M5560 y—
apart from the second Ethernet interface (in /
place of the serial interfaces) -

Saia®PCD )
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Based on PCD3.Mxx60 CPU platform

1023 U ——
+2 Gy W
2 MByte ‘
0.1/0.3 ps
bit/word _

( AutomationServer
@ =\l IEE: @ =L im Basisgerat
~ X =8 |

Integriert

% o saiaPcD3M Y

= Both Ethernet interfaces have independent IP configuration. The IP addresses
must not be in the same subnet

= [P routing between the two interfaces is not supported

= S-Bus Gateway function between the two interfaces is supported

= BACnet and LonlP are supported on Ethernet interface 1 only !

= QOther IP protocols (HTTP, SNMP, SNTP, SMTP, S-Bus, Modbus-IP, etc.) are
supported on both interfaces simultaneously

= The AutomationServer and PCD data (R, F, DB/Text,...) are accessable via
both interfaces simultaneously

= Access with PG5 programming tool via both interfaces

Saia’PCD .
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Use case A separate networks
1) ‘Local’ Access

Separate management network from “control” network.

SCADA or Web browser il @I

2 |P addresses

Field level

Web panel for
local control

PLC

Ethernet

Interface 1

Interface 2
Network 2

Network 1 <>

» The web project on the PCD3.M6860 is accessible
via both Ethernet interfaces

« S-Bus Gateway from one network to the other is
supported. With http over S-Bus (requires Web-
Connect) all media and files e.g. web pages of the
sub stations are accessible.

]
1
- =

Segment 2

Segment 2

Local Service

Use local Web data
stored on each
PCD

Segment 2

Saia”PCD
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,{ * Use case A separate networks
2) Remote Access idemtoai)

Internet
Intranet

Router E-9- VPN remote access to
the local network

Network 1 |
Ethernet: PCD acts like a firewall for IP protocols
Interface 1 With the gateway function only S-Bus
Interface 2 telegrams are transferred from ETH1 to ETH2
Network 2
Field Level

& .& Other devices
i I=T i I=T

Saia®PCD .
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‘ Use case A separate networks
3) Smart RIOs on separate network for each CPU

R, “-a,_u_,éb n _ _:‘.-..“.-_:, L
Network 1 T

|H N

Smart RIO
PCD3.T66x

Network 2
Network 3

Saia’PCD ,
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: Use case A separate networks
4) Smart RIOs and CPU‘s on common network

Network 1

RIOs can be on the same physical network

Saia®PCD o
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Use case B: redundant communication on network
1) Line/Star topology using standard network components

II’ . ‘ " . '
1.1 1=
g T g T

u Network 1

Network 2

Saia®PCD |
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Use case B: redundant communication on network
1) one simpe ring

. SCADA 1
f’.‘
12

. SCADA 2
)
Ir:

T T

The Switches must support ring topology

Saia”PCD ®
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Use case B: redundant communication on network
2) two seperate rings

. SCADA 2
’ '-. '
1 -
-’ | -

Saia”PCD -
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= Both interfaces are separate and have independent
IP configuration

= The IP addresses must not be in the same subnet

= The selection of Ethernet interface 1 or 2 is done
automatically according to the IP configuration
More info http./de.wikipedia.org/wiki/Netzmaske

= |f the destination station is neither in network 1 nor
2 then the telegram is always sent to the default

‘l' gateway (router) of Ethernet interface 1. Static
Ethernet 2 Ethernet 1 routes or metric is not supported
IP: 172.23.1.1 IP:172.23.2.1 More info http:/de.wikipedia.org/wiki/Metrik (Netzwerk)
Subnet mask: Subnet mask:
255.255.255.0 255.255.255.0
Default gateway: Default gateway: Examples:
0.0.0.0 172.23.2.10 Destination station: 172.23.2.54

- transmission via Ethernet 1

172 = 23 . 2 . 1

IP address
10101100 00010111 00000010 00000001
AND 11111111 11111111 11111111 00000000 DeStinatiOn Station: 172231 12
Subnetmask| 255 & 255 & 255 . O —> transmission via Ethernet 2
\ Zd 10101100 00010111 00000010 00000000
ctaddress | 472 . 23 . 2 L Destination station: 192.168.12.143
Net ID Host ID —> transmission via Ethernet 1 to the default gateway

Saia’PCD 2




Sala-ourgess

Control Systems and Components

P addressing example for redundant communication
programmed in the PG5 user application program

172.23.x.X \
172.23.2.10 ﬁ

IP:172.23.1.1 .9 IP:172.23.1.2 p—s
Subnet Mask: % =1 Subnet Mask:

255.255.255.0 255.255.255.0 _
Default Gat : IP:172.23.2.1 Default Gateway: IP: 172'23'2'2_
claut \aateway : Subnet Mask

0.0.0.0 Subnet Mask: 0.0.0.0 e ask

ETH? 255.255.255.0 ETH2 55.255.255.0
Default Gateway: Default Gateway:
172.23.2.10 172.23.2.10
ETH1 ETH1

Left PCD communicates with PCD on the right

- Default communication interface is Ethernet 1
- Destination station 172.23.2.2 - Ethernet 1 is used

In case this does not work destination station 172.23.1.2 has to be used
- Ethernet 2 is used

For more details refer to the PG5 programming example

Saia”PCD i
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, ~  IP addressing example for redundant communication to
remote stations via router

IP:172.23.1.55 IP:192.168.12.143
Subnet Mask: . i Router Subnet Mask:
255.255.255.0 "." IP: 172.23.2.0 o0 enenl
Default Gateway: Subnet Mask: 1 S;32&1L16t8 1612t<.=:1way.
172.23.1.0 / 255.255.252.0 10812,

Default Gateway:
192.168.12.1

( 172.23.x.x 172.23.2.0

92.168.12.1 192.168.12.x

Router T I

IP:192.168.12.1 LH] LE]

Subnet Mask:
255.255.255.0 I
Default Gateway:
172.23.2.0
R =1

IP:172.23.1.2

IP:172.23.1.1
Subnet Mask: !@ ggggestsl\g?sko ;
255.255.255.0 : p- 1'75 5321 D f' ItG i o IP:172.23.2.2
Default Gateway: : e elault Gateway: Subnet Mask:
Subnet Mask: 0.0.0.0
0.0.0.0 D55 D55 55,0 ETHo 255.255.255.0
ETH2 AP Default Gateway:
Default Gateway:
172.23.2.0
172.23.2.0 ETH1
ETHA1

The PCD on the right communicates with the PC 192.168.12.143
—->PCD checks: 192.168.12.143 in the subnet as Ethernet 1? > NO
—->PCD checks: 192.168.12.143 in the subnet as Ethernet 2?7 - NO
—->PCD sends telegram to the default gateway 172.3.2.0 via Ethernet 1

The same scenario applies for the communication between two PCDs on different subnets
—> Since telegrams to a router are only transmitted via Ethernet 1, redundancy is not possible
in routed networks

Saia”PCD
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Communication via router

Communication to routers via
Ethernet 1 only!

Saia”PCD i
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Software/Firmware versions and documentation

PG5: from $2.1.030, recommended V2.1.100

Firmware main CPU: in production 1.20.25, recommended 1.20.31
Firmware Ethernet extension: 1.20.31

Booter Ethernet extension: 1.20.20

Firmware update: PCD3.M6860 FW update description.pdf

Quick start guide: GettingStarted PCD3.M6860 E2.pdf

System Catalogue: Page 23

Saia®PCD — | .
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PG5 settings in device configurator

Device = | Properties > 0w
Onboard : 2 1 Ethernet
Type Description
. 4 General
PCD3MESED  CPLUwith 1024 KBwtes RaAk, 4 110 slots (expandak Ethernet RIO Network | Mone
s ETH1 TCP/IP N
Memory Slots IF Address 192.168.12.78
SlDt Type Descriptiun Subnet Mask 205,2585,255.0
Default Router 192.168.12.1
M1 IP Mode 10
b2 4 ETH 1 DHCP Client Protocol
DHCP Client Enabled | Mo >
Monitonng Autornatic Gateway IP 5 Mo
. . Aukomatic DS IP Sethir| Mo
hSAEI:i.IDn. F\DAESF”F!“DH dl . ; 4 A el DHCP Server IP to Reje|0.0.0.0
onitoring onitaring and logging of meter data. Automatical sc DHCP Server IP ta Reje| 0.0.0.0
DHe Sery Separate IP
Onboard Communications Fully Gualified Domin ) setti ngs fOI’
Twpe Diescription 4 ETH2TCP/IP
¥P B IP Address 172.23.1.45 ™ ETH1 and
=B Universal Serial Bus port, PGU or generalpurpos = Subnet Mask 255 255 255,00
RS-485/5-Met  R5-485 porttor Profi-5-Bus or general-purpose o Default Router 0.0.0.0 ETH2
2 x Ethernet 2 x Ethernet port. IP Settings, DHCP. IP Hode 20
4 ETH 2 DHCP Client Protocol
Fthernet Protocols DHCP Client Enabled Mo >
CO m mon I P I Aukornatic Gateway IP 5 Mo
ti ; section Description | Automatic DMS IP Settir Mo
sé |ngS or IF Transfer Protocols  FTE, HTTP Direct Protocols, 00k, i DHCP Server IP ta Reje| 0.0.0.0
ETH1 and IP Protocals DNS, SNTP, SNMP protocols. DHCP Server IP to Reje| 0.0.0.0
ETH? HTTP Portal HTTP Portal Communication For PCD Ovs o oo Do D

4 Ether-5-Bus

Onboard IfO Slots Channel Humber Ether-: 9

April 2011 V1 / Jan 2012 17
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Life demonstration

- PG5 project for redundant PCD-PCD communication
- Communication with OPC-Server

The PG5 programming examples can be downloaded from the
support homepage under the GettingStarted

18
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@®%._  Redundant Network with two PCD3.M6860

Device 1
PCD3.M6860

Eth2: ™ o sairPcDaM [T
192.168.4.81
Eth1:
172.23.16.121 N
Network: Device 4 Network:
192.168.4.x ovice 172.23.16.x
PCD3.M6860

Eth2: Bl D ‘
192.168.4.83

Eth1:

172.23.16.123

Saia”PCD
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-------- b=t —-El-ué -Stéti.nﬁI-F';T-ra.n-sfn-ar,-re-f:I.P.CHénﬁél. sir i Ir Reference FbOX
' over the Registers
are send.

; N L B Bisy
| IPAdMetwark Fthl=e——oI0  Out IP-Add Cons-

T [PAdrNetwork_Eth2 me— |1 - [ StationNo=——Station ConlA

e AR s N S o L R |
: e Change_{&.l:l:esﬁ ED ...........................................

alable - g.Bug Station IP-Contral 2. Gonnection ref IPGhannel Reference FbOX

5§_ena_h'_ef-ff%EPnAdd CBS%f-—f 3 % A 3 323 OK - which control the
IP- an -—W -----------
. T StatnNal=—L5tation ANMETR T TR lgnnrgane LERR T TR second IP-Address.

........... Y

::'""""":::::::::::::::::::::::::::::::::E'é'd':"'ffff L. :.Clh;lar;g;a_.ﬂ;clcés.szé Decide which IP-
:555555555:::::::::5(___5%: "':JT.\J.’....::::::::::::: Address should be
e e 4 D i Lot T ::::::::::::::::::::::::::é used

Saia’PCD 2
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Communication with OPC Server

Device 1
PCD3.M6860
[ 0
Eth2: {felenlaaee |
192.168.4.81
Eth1:
172.23.16.121
Network: i Network:
192.168.4.x Device 4 172.23.16.x
PCD3.M6860
Eth2: ek,
192.168.4.83
Eth1:
172.23.16.123
172.23.16.120
192.23.16.80

Saia”PCD




Merz OPC-Server

File Made Help

ED S-BUS
=B [evice]

B
B
b

A8 Communication
i3 Counter
-3 Flag

E= Output

i3 Reqgister

-3 5.CPU FirstDynDE
E3 5.CPU.FirgtDynFamDE
E3 5.CPU LastDynDB
E3 5.CPU LastDynRamDE

M-E3 Special

E3 Status

B-EE Test
F-E3 Timer
E-E3 Deviced

A8 Communication
i3 Counter
73 Flag

B3 Output

i8] Register

-3 5.CPU FirstDynDE
E3 5.CPU.FirgtDynFamDE
E3 5.CPU LastDynDB
E3 5.CPU LastDynRamDE
A8 Special

E3 Status

A3 Text

A8 Timer

Station ]

“Standard PCD [32, 16383] |
FCD type FCD list definition

Hespnnsel a0 mz Add ] Delete

Address 1 Rename

— Delay- Add butfer

[ Use for channel T

[ s

Channel definition

Sala-ourgess
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r— Ligt of defined channels: —
0-SOCKET ,Added1, UBLAP: 172.22314.121
1-Socket_1 . Addr1, URLAP: 192168 4.81

— Channel zettings 1
Edt | add |Delte| L] 1]

* Reties cycles " Switching timeout

— alternative Channel settings

COM __:_ U Baudrate |9600 =

W Show Comm, buffer W Redundant channels

Comment

Set both IP-Addresses
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@Y~ Matrikon OPC Explorer

@M“‘“““G"CE“P“"‘-‘“[“’M'!— IP-Address which is

File Server Group Iem View Help

LXTDBD AN A S 0w used
Groupl Contents of 'Groupl’
-y Localhost \CHO20D17795' ¥  ItemID [ T value O = blue network
g--%Matﬁkan.OPC.Simulation.l 8 Device 1 .Communication. Channel_Info 1 - Socket_1], Addr:1 4 viallAvar mAbharAvl,
El- =@ Merz, OPC_SAIA_5-BUS.1 |5 Device1 .Communication.Redundant_actual_used_port 1 .
' ~i Grou e (b P ' -
s @ it | e P st Force which IP-Address
B8 Other Network Computers | g i Register. Register0 86101 should be used
0 = blue network
1 = yellow network
-1= automatic mode
: , set device active

Server Info
Group: Grou|

|Connected: ves ‘ . MatrikonOPC Tunneller Feh Value Of ReQISter

tate: Running o Don't let DCOM stand between Active: Yes

roups: 1 ¥ you and your data, Items: 10

otal Items: 10

urrent Local Time: 12.06.2012 11:16:26.929 &M
Update Local Time: 12.06.2012 11:16:26.858 AM

erver: Merz, OPC_SAIA_S-BUS.1

Current Upd
Percent Ded
Data Chang

@ Matrikon0PC

Saia”PCD 2
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Good to know

USB connector on extension is
not used. Can only be used for
FW download if there is no FW
(Booter only). FW download
normally goes via USB 1 and
Ethernet (1 or 2).

- - =l
Saia”’FCD&Mm_

Performance

*There are 2 Ethernet interfaces but only one CPU which processes
the communication - communication performance is not increased

=Communication via Ethernet 2 uses (about 2x) more CPU power
than communication via Ethernet 1

=Communication via Ethernet 2 is slower (about 2x) than via
Ethernet 1

=If there is heavy communication on both Ethernet interfaces the
user program execution is slowed down correspondingly

24



