A4 A
Installation & Operations Guide S b C~r

SAIA BURGESS CONTROLS

s &7 switches

“setpoint!

12 December 2016 12:37:15

Saia PCD Supervisor - Easy Binding - Installation & Operations Guide | 41-00002-01



Saia PCD Supervisor - Easy Binding - Installation & Operations Guide

Disclaimer

The material in this document is for information purposes only. The content and the product described are subject to
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Niagara Framework ® is a registered trademark of Tridium Inc.

Trademarks

Saia PCD® is a registered trademark of Saia-Burgess Controls AG.

Technical changes are subject to the state of technology.
Saia-Burgess Controls AG, 2021. © All rights reserved.
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CHAPTER

1 EASY PALETTE

About the Easy Palette

Easy Binding enables you to create a palette of images (widget) that can be dropped
onto the Easy Binding tool, which is designed to automatically bind to the images with
alarm, value, and override slots of a datapoint. This helps you to create complex sche-
matics where the displayed images changes depending on the value or when the data-
point is in an alarm condition or overridden state.

You can create a widget library and include a range of widgets ready for use with the
Easy Binding Tool. These widgets can be added from the Easy Palette or from the hon-
eywellAXPlatinum or honeywellAXPlatinumHR graphic jar files and configured in con-
junction with the Easy Binding Tool, which allows you to search and bind the relevant
datapoints to the value, alarm, and override slots of the Easy Widget.

Note: Easy Binding only supported by supervisors.
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Installation Requirements And Licensing

This section provides information about the system requirements and installation pro-
cess of the Easy Binding on a supervisor station. It is recommended that you have some
training or previous experience working with Niagara 4 platform before using Easy Bind-

ing.

Important: The current Easy Binding feature is fully supported only on the supervisor environment
running on recommended PC and Operating Systems declared in the product datasheet.
This feature is not supported in an embedded controller environment.

System Requirements
* Niagara 4.9 or higher

*  Web browser (Chrome, Firefox, Microsoft Edge)

*  Windows 10 (64 bit) or higher version

License Easy Binding on a Supervisor Station

Before you install the Easy Binding feature on a supervisor station you must add an
Easy Binding license to the Niagara N4 license.

Contact your local distributor or customer support representative to obtain a license for
Easy Binding.
To install a license file on a supervisor station

Step 1. Run the supervisor Platform, in the Nav tree open the Platform folder, and
select License Manager. The License Manager window is displayed.

License Manager

Host Address localhost

Host ID

Brand ID Webs

Licenses Certificates

Honeywell.license (Honeywell 4,10 - expires 2022-03-21) Honeywell.certificate (Honeywell - never expires)

Webs.license (Tridium 4.10 - expires 2022-03-21) Tridium.certificate (Tridium - never expires)

Import Export View Delete Import View Delete
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Step 2.  Select Import from the bottom of the License section. The Import License
window is displayed.

@ ilmportone or more licenses from files

<» Import INDIVIDUAL WEB-8000 DEMO KIT (Honeywell Webs 4.10) licenses from the licensing server

oK Cancel

You can import the license files in three ways.
* Import one or more licenses from files: Import the license from the local file.

* Import license from the local license database: Import license from the local
database. This option is only enabled when there is a local license database.

« Import (Naigara 4.10) licenses from the licensing server: Import the license
from the licensing server if there are no licenses present in the local files and
databases. When you select this option, the application displays the following
window to restart the station.

Note: Importing the supervisor license from the licensing server depends on the supervisor
station type. For more details about Licensing workbench, refer to the Niagara
documentation.

Step 3. Select the required option and click OK to complete licensing.

The licenses and certificates forthe remote host have
been sucressfully updated.

Updated
® Honeywell.license (Honeywell 4.10 - expires 2022-03-31)
Webs.license (Tridium 4.10- expires 2022-03-31)

Runningstation (=) must be restarted forthe licenses
to become effective. Restart now?

= =

Step4.  Click Yes to restart the station. Easy Binding feature available on supervisor
workbench.
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Creating an Easy Palette

An Easy Palette consists of a collection of widgets. The Easy Palette Wizard guides you
through the creation of a new palette or updating an existing one.

To create a palette:
* Prepare the Image Files
» Setup the Folder Structure
+ Create a ZIP file for a Palette (optional)
* Create an Easy Palette
» Sign a Third Party Module

Prepare the Image Files

Each widget is created from two or more image files. The minimum requirement is for
two images, one used when the value is in the 'Off' state and one used when it is in the
'On' state. All images for a widget must be the same size and of the same file format.

BMP, JPG, PNG, or SVG files are supported. SVG files allow the image to appear to
move when in a particular state, e.g. a spinning fan image, that appears to spin when on
and is stationary when off.

You can use any image file editor to create the required image files, the image file
names are not important.

Setup the Folder Structure

It is necessary to setup a folder structure to contain the images that are to be used by
the palette.

Folder Structure Overview

Create the Folder Structure

Folder Structure Overview

You need to create the folder structure to contain the images that are to be used by the
palette.

Top Level Folder

A folder must be created to contain all the sub-folders and image files for the palette.
The name of this top level folder does not matter, but it is good practice to use a name
that clearly identifies the palette e.g 'Easy Binding Image Library'. This folder can be
located anywhere on the computer.
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Sub Folders

The top level folder can contain sub folders that group widgets together, for example a
sub folder could be created to group all the widgets for cooling coils. The name of these
sub folders must be in the form below:

Folder_<folder name>

<folder name> is the name of the folder as it will appear in the palette.

Note: No special character except ' 'are allowed in the folder name.

For example to create a 'coils' folder in the palette you must create a sub folder called
'Folder_Coils'.

The folder structure below would create a palette with four folders 'Actuator’,
'‘Arrows_and_Pipes', 'Chillers', and 'Coils' as shown.

Folder Structure

» Easy Binding Image Library

Folder_Actuator
Folder_Arrows_and_Pipes
Folder_Chillers

Folder_Coils

Palette

- Palette
] E a iEaS}'EindingLibrar}'

Oﬁ.ctl,atcur
Oﬁ.rru:uws_and_F‘ipes
O Chillers

0 Coils

Each sub folder can contain other sub folders e.g. two sub folders 'Arrows' and Pipes'
could be added to the 'Folder_Arrows_and_Pipes' folder to create an
'Arrows_and_Pipes' containing two sub folders 'Arrows' and 'Pipes'.
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Folder Structure

» Easy_Binding _lmage_Library » Folder_Arrows_and_Pipes

o
Mame Date mod

Folder_Arrows 14/10/202

|a |n -

Folder_Pipes 0202

Palette

- Palette [-7
[} E ,9 i EasyBindinglLibrary

Oﬁ\ctl,ator

OArrows_and_Pipes
O Arrows
O Pipes

Widget Folders

Each sub folder can contain a number of different 'Widget' folders. Each widget folder
defines an instance of a widget and contains the images used by that widget.

The name of the each widget folder must be in the form below:

Widget <widget name>

<widgetr name> is the name of the widget as it will appear in the palette.
Note: No special character except' 'are allowed in the folder name.

For example to create a widget called 'Coil_Cooliing' you must create a widget folder
called 'Widget Coil_Cooliing'.

The folder structure below would create four widgets 'Coil_Cooling', 'Coil_Cool-
ing_2Port', 'Coil_Cooling_3Port', and 'Coil_DX' as shown.
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Folder Structure

» Easy Binding Image Library *» Folder_Coils

Widget_Coil_Cooling
Widget_Coil_Cooling_2Port
Widget_Coil_Cooling_3Port
Widget_Coil_DX

Palette
» Palette

] E E iEas:,rBindingLiI:nrar;,r

Dﬁ.ctuatcur
D Arrows_and_Pipes
G Chillers
G Coils
. Coil_Cooling

@ coil_cooling_2Port
@ coil_cooling_3Port

@ coil_ox

Image Folders

Each widget folder must contain image folders that store the images used in the palette.
There must be at least two image folders 'On' and 'Off":

> Folder_Coils » _Widget_Coil_Cooling

Off
On

On

Contains the image used for the widget’s 'On' state.
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Note:

Note:

Off
Contains the image used for the widget’s 'Off' state.

Optional folders can be included in the widget folder to allow different images to be used
in different circumstances e.g. when the data point is in alarm:

» Folder_Coils > Widget_Coil_Cooling

Alarm
Off

On
Override
State

Alarm
Contains the image for the widget’s ‘Alarm’ overlay.
Override

Contains the image for the widget’s ‘Override’ overlay.

If the On, Off, Alarm or Override folder contains more than one image file, only the first
image will be used, all others will be ignored.

If an alarm or override folders/images are not included, then the widget will use the
default overlays.

State

Contains a set of images that can be used to indicate multiple states or levels for
Numeric or Enumerated datapoint values, each graphic defines the value range.

The graphic displayed for state or range is defined in the state.values file included in the
State folder. This file maps a value or range to the required graphic. The file is a text file
that can be created in a standard text editor (e.g. Notepad++). For example, to represent
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the different positions of a damper as below:

D BB

damperVl.png damperW_ png damper‘u‘? png damperVd.png damperV3.png

l

Range0-25 Ranneiﬁ 60 Rnnww TS Range 75 - 100 Range 100 - 100

The following folder would be as below:
» State v Search State

2

_ -
Damper_Horz_0. Darmper_Horz_25. Darmper_Horz_50.
png png png

’ =
- =
- =
- =~
Damper_Horz_75. Darmper_Horz_10 state.wvalues
png O.png

The following folder would be as below:
O0=Damper Horz 0.png
25=Damper Horz 25.png
50=Damper Horz 50.png
75=Damper Horz 75.png
100=Damper Horz 100. pngi

Note: The State folder does not support Boolean datapoint type
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Create the Folder Structure

To create the Folder structure:

Step 1.

Step 2.

Step 3.

10

In File Explorer create the folder (Top Level Folder) that is to contain all the
sub-folders and image files for the palette. This folder can be located any-
where on the computer, see Top Level Folder.

* Current Work

Easy Binding Image Library

Create the required sub folders inside the Top Level Folder. The folder names
must be prefixed with 'Folder '. For example to create a folder called ‘Coils’
the folder should be named 'Folder_Coils', see Sub Folders.

> Easy Binding Image Library

Folder_Actuator
Folder_Arrows_and_Pipes
Folder Chillers

Folder_Coils

Create the required widget folders inside the sub folders. The folder names
must be prefixed with 'Widget_". For example to create a folder called
‘Coil_Cooliing' the folder must be named "Widget_Coil_Cooliing', see Widget
Folders.

> Easy Binding Image Library > Folder_Coils
Widget_Coil_Cooling
Widget_Coil_Cooling_2Port

Widget_Coil_Cooling_3Port
Widget_Coil_DX
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Step4.  Create the required image folders inside the widget folders. Each image folder
must contain at least two sub folders 'On' and 'Off' and can optionally contain
'‘Alarm’, 'Override', and 'State' folders, see Image Folders.

* Folder_Coils * Widget_Coil_Coocling

Alarm
Off

On
Cwverride
State

Step 5. Add the image files to the image folders ('On’, 'Off', 'Alarm’, 'Override', and
'State') - see Prepare the Image Files for details of creating the image files.

Alarm Folder

* Easy Binding Image Library * Folder_Coils > _Widget_Coil_Cooling > Alarm v
Name ~  Date modified Type Size
= Fan_Sensor_Fail_Vert_Left.png 15/10/2021 10:05 PMNG File
Off Folder
* Easy Binding Image Library *> Folder_Coils > _Widget_Coil_Cooling > Off v
Name Date modified Type Size
=| Coil_Cooling_100.png 15/10/2021 10:05 PNG File
On Folder
* Easy Binding Image Library * Folder_Coils > _Widget_Coil_Cooling > On v
Name Date modified Type Size
=| Coil_Cooling_0.png 15/10/2021 10:05 PNG File

Override Folder

* Easy Binding Image Library *> Folder_Coils > _Widget_Coil_Cooling * QOverride v
Name Date modified Type Size
=| Coil_DX_100.png 15/10/2021 10:05 PNG File
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State Folder

Current Work * Easy Binding Image Library * Folder_Coils * _Widget_Coil_Cooling »> State

o,

MName Date modified Type

=l Damper_Horz_0.png 15/10/2021 10:05 PNG File

=| Damper_Horz_25.png 15/10/2021 10:05 PMNG File

=| Damper_Horz_50.png 15/10/2021 10:05 PMNG File

=l Damper_Horz_75.png 15/10/2021 10:05 PNG File

=| Damper_Horz_100.png 15/10/2021 10:05 PMNG File
|| statevalues 15/10/2021 10:15 VALUES File

Note: Allimages for each widget must be the same size and of the same file format.

Create a ZIP file for a Palette

During the process of creating a palette you can choose to create the palette from a zip
file of the file structure or from the directory structure itself.

To create a zip file:

Step 1. In File Explorer Navigate to the Top level folder.

> Current Work
Easy Binding Image Library

Right click the top level folder and select Send to > Compressed (zipped)
folder.
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Create an Easy Palette

You can create a new palette or modify an existing one.

Create a new palette
To create new palette

Step 1. Create the folder structure- see Create the Folder Structure.

Step 2.  Select Tools > New Easy Palette. The New Easy Palette wizard is dis-
played.

New Easy Palette
Step 1of5

An Easy palette consists of a collection of widgets designed to increase engineering efficiency in the

creation of PX pages.

Each widget consists of a collection of images organized into folders. The folders contain sub folders
which may have "ON", "Off", "Alarm" and "Override" graphics. Supported image types are .BMP, .GIF,
JPG, .PNG and .SVG.

This wizard will guide vou through the creation of a new palette or updating an existing one.

Finish ¥ cancel

Step 3.  Click Next. This displays the next window (Step 2 of 5) that allows you to
select the source files to be used to create a palette.

New Easy Palette
Step 2of5

select source files to be used in creation or updating of a palette

Select zip file W@ or Select Folder W@ Containing widgets

Source

Finish K cancel

{ Back

Step4.  Specify the files to be used to create the palette.

To create the palette from a previously configured file structure that has been
saved to a zip file:
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Select | (folder icon) next to Select zip file, navigate to the zip file, select it,
and select Open.

New Easy Palette
Step2of5

Select source files to be used in creation or updating of a palette

Selectzip file W@ or Select Folder W Containing widgets

Source /F:/WEBs EasyBindingGraphics-honeywsllAXPlatinum.zip

4 Back | ) Next | Finish ¥ cancel

Note: You must have admin rights to access the Zip file.

Or

To create a palette from a directory structure that has been created. (To Create a
folder structure refer to Create the Folder Structure).

Select @ (folder icon) next to Select Folder, navigate to the level folder to be
used for the palette, select it, and select Choose.

New Easy Palette
Step 2of5

select source files to be used in creation or updating of a palette

Select zip file W@ or Select Folder| W@ | Containing widgets

Source /C:/WEBs/EasyBindingImages

d nack | ......... > ..... - ext| — % Cancel

EASY PALETTE - INSTALLATION AND OPERATIONS GUIDE



Step 5.  Click Next.This action displays the next window (Step 3 of 5) that allows user
to create a new palette or update an existing palette.

New Easy Palette
Step3ofs

@ Create a new palette

<> Update an existing palette
Mame

Description

4 Back

Finish ¥ cancel

Step 6.  Select Create a new palette.

Step 7. Enter a Name and Description for the palette in the appropriate field.
Name - The palette/module name.
Description - A description of the palette or module.

Note: Special characters are not allowed in the Name and Description.
F New Easy Palette
Step 3of5

@ Create a new palette

<> Update an existing palette
MName honeywell&XPlatinum

Description Honeywell graphics image modules

4 Back | b Next | Finish ¥ cancel

Step 8.  Click Next. The status for Value, Alarm and Override are displayed for all the

widgets.
P New Easy Palette
Step4of5
Widgets Status Value Alarm Override
Widget_Coil_Cooling New -/ J J
Widget_Coil_Cooling_2Port New V4 ) 4 b 4
Widget_Coil_Cooling_3Port New v X b 4
Widget_Coil_DX New v b 4 b 4
Widget_Coil _Electric New \/ x x
Widget_Coil_Heating New v v b 4
P A A T R z ~ ~

=l e —_—
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New Easy Palette
Step4of5

Widgets Status Value Alarm Override
Widget_bulb Unchanged -/ x x
Widget_bulbSmall Unchanged vy x x
Widget_occupied Unchanged \/ x x
Widget_occupiedsmall Unchanged v x x
Widget_coolingCoil Unchanged -/ x x
Widget_coolingCoil2w Unchanged vy x x
Widget_coolingCoilv Updated ./ x x
Widget_electricHeatingCoil Unchanged v x x

. wa s

4 Back | P Next

Finish X cancel

Column Description
Widgets The widgets in the folder.
Status The status of the widget folder:

New - The widget folder is new.
Unchanged - The widget folder existed previously and is unchanged.
Updated - The widget folder existed previously and has been modified.

Value (On and off)
Alarm

Override

/', indicates that the images are placed inside the respective sub-folder
(Alarm/ Value/Override).

¥ , this indicates that the images or graphics are not placed inside the
respective sub-folder (Alarm/Value/Override).

Note: After clicking Next, you cannot undo the changes.

Step 9.  Click Next.The final step (Step 5 of 5) is displayed.

New Easy Palette
Step 5of5

Palette created at

F:\WEBs Easy Tools Images-2\WEBs Easy Tools Images\AXPlatinum-rt.jar

This created palette will be installed in NiagaraHome directory upon restart
c:\honeywell\webstation-n4-4.9.0.198\modules\AXPlatinum-rt.jar

Mote: This palette will not appear in the palette list until workstation is restarted

Back Next " Finish Cancel
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Step 10.  Click Finish.
Note: The station must be restarted for the palette to be available.

Important: After creating your own Easy Binding Widget, you must sign in with a valid certificate
using Niagara’s Jar Signer Tool - see Sign a Third Party Module.

A station can be discovered into another station in a via the network, this allows you to
work on Easy Binding Widgets across different stations. To work with the Easy Binding
Widgets in this way, the code signing certificate and Easy Binding Certificate must be
signed with a valid CA certificate which must be available in the Niagara User key store,
for more detail of creating a self signed CA certificate - see Sign a Third Party Module.

Update a palette

Step 1. Create the folder structure- see Create the Folder Structure.

Step 2.  Select Tools > New Easy Palette. This opens the New Easy Palette wizard.

New Easy Palette
Step 1of5

An Easy palette consists of a collection of widgets designed to increase engineering efficiency in the
creation of PX pages.

Each widget consists of a collection of images organized into folders. The folders contain sub folders
which may have "ON", "Off", "Alarm" and "Override" graphics. Supported image types are .BMP, .PNG
or .5VG.

This wizard will guide you through the creation of a new palette or updating an existing one.

Back P Next Finish K cancel

Step 3.  Click Next. This displays the next window (Step 2 of 5) that allows you to
select the source files to be used to create a palette.

New Easy Palette
Step 20of5

Select source files to be used in creation or updating of @ palette

Select zip file @ orselect Folder [ Containing widgets

Source

Finish K cancel
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Step 4.  Specify the files to be used to create the palette.

To create the palette from a previously configured file structure that has been
saved to a zip file:

e Select - (folder icon) next to Select zip file, navigate to the zip file, select it,
and select Open.

New Easy Palette
Step2of5

Select source files to be used in creation or updating of @ palette

Select zip file B orSelect Folder W Containing widgets

Source /F:/WEBs EasyBindingGraphics-honeywellA¥XPlatinum.zip

4 Back | P Next Finish ¥ cancel

Note: You must have admin rights to access the Zip file.
Or

To create a palette from a directory structure that has been created.

- Select (folder icon) next to Select Folder, navigate to the level folder to be
used for the palette, select it, and select Choose.

New Easy Palette
Step 2of5

select source files to be used in creation or updating of a palette

[ [

Selectzip file W or Select Folder| 8 | Containing widgets

Source /C:/WEBs/EasyBindingImages

= ......... ) ..... - ext — x -
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Step 5.  Click Next. This displays the next window (Step 3 of 5) that allows you to
update an existing palette

New Easy Palette
Step3of5

O Create a new palette

@ Update an existing palette

Q

A¥Platinum

4 Back | P Next | Finish K cancel

Step 6.  Select Update an existing palette.

Step 7. Enter the name of the palette that is to be changed in the search field. A list
of palettes matching the search criteria are displayed.

Step 8.  Select the palette that is to be modified.
Step 9.  Click Next. The wizard displays all status for Value, Alarm, and Override dis-
played for all the widgets.

If you updated any graphics or added new ones "New" is displayed in the
Status column for the updated widgets and "Unchanged" is displayed in the
Status column for widgets that have not changed.

New Easy Palette
Step4of5

Widgets Status Value Alarm Override
Widget_bulb Unchanged -/ x x
Widget_bulbSmall Unchanged -./ x x
Widget_occupied Unchanged ~/ x x
Widget_occupiedSmall Unchanged \/ x x
Widget_coolingCoil Unchanged -/ x x
Widget_coolingCoil2w Unchanged -/ x x
Widget_coolingCoilv Updated J x x
Widget_electricHeatingCoil Unchanged -/ x x

4 Back | ) Next | Finish ¥ cancel

Note: After clicking Next, you cannot undo the changes.
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Note:

Note:

Important:

Important:

Step 10.  Click Next. The wizard changes.
P New Easy Palette
Step50f5

Palette created at
F:\WEBs EasyBindingGraphics-honeywellAXPlatinum\AXP-rt.jar

This created palette will be installed in NiagaraHome directory upon restart
c:\honeywell\webstation-n4-4.9.0.198\modules\AXP-rt.jar

Note: This palette will not appear in the palette list until workstation is restarted

Back Next /' Finish Cancel

Step 11.  Click Finish.

After creating the Easy palette using an existing palette, you must encrypt the Easy
palette to secure the existing image library which can be viewed only on the Px pages.

Expand the Services folder in the Nav Sidebar, right-click EasyBindingSupportSerivce >
Actions > click Update Px Pages With Encrypted Easy Pallet

Step 12. Expand the Services folder in the Nav Sidebar, right-click
EasyBindingSupportSerivce > Actions > click Update Px Pages With
Encrypted Easy Pallet.

0 TaghictionaryService
TemplateService
Q WebService

$ BatchJobService

Actions 4

Update Virtual Easy Bindings

New UEdatt}Pa-: Pages With Encrypted Easy Pallet

j . EasyBindingSuppo

T PlatformServices Edit Tags
f‘j Drrivers
© apps Make Template

The station must be restarted for the palette to be available.

After creating your own Easy Binding Widget, you must sign in with a valid certificate
using Niagara’s Jar Signer Tool - see Sign a Third Party Module

Niagara station can be discovered into another station in a Niagara network, this allows
users to work on Easy Binding modules across the station. To work with the Easy Binding
modules across the station, the code signing certificate and Easy Binding Certificate must
be signed with a valid CA certificate and should be available in the Niagara User key
store.

Niagara allows to create a Self signed CA certificate, for more details refer to Niagara
internal help link (Ord)

http://docplatform/doc/GeneratingACACertificateAndSignedSe-89FC4303.htm|module./
/docPlatform/doc/GeneratingACACertificateAndSigned Se-89FC4303.html
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Sign a Third Party Module

Code signing is the process of applying a digital signature to a piece of code so that it
can be verified to ensure that it has not been modified after it was signed. Any module
you create e.g. an Easy Palette must be signed. To do this you must:

* Create a Self-signed Certificate
+ Sign the Module
* Import the Self-signed Certificate into the Platform

Note: Ifthe module is to be used on a different workbench, the certificate must be imported into
the target platform - see Import the Self-signed Certificate into the Platform.

Create a Self-signed Certificate

To create a self-signed certificate:

Step 1. Run the workbench and select Tools > Certificate Management. The Cer-
tificate Management screen is displayed.

Certificate Management

Certificate Management for Niagara Workbench
User Key Store  System Trust Store  User Trust Store  Allowed Hosts

You have local certificates:

User Key Store 1 objects
Alias Subject Mot After Key Algorithm  Key Size Valid E
tridium Miagarad ThuJul2213:45:1915T2021 RSA 2048 true

View @ New = Cert Request @ Delete
@ Import % Export I Reset

Step 2.  Click New. The Generate Self Signed Certificate dialogue box is displayed.

Generate Self Signed Certificate x
. Generate Self Signed Certificate
Generates a self signed certificate and inserts it into the keystore
Alias codesigningl (required)
Common Name (CN) codesigningl (required)

* this may contain the host name or address of the server

Organizational Unit (OU) | ProductDev

Organization (0) Tridium (required)
Locality (L) Richmond

State/Province (ST) VA

Country Code (C) U5 |(required)

Mot Before 17-Jul-2020 09:40 AM EDT &

Mot After 17-Jul-2025 09:40 AM EDT &

Key Size > 1024bits ¢ 2048bits > 3072bits > 4096 bits
I Certificate Usage
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In the Alias box enter the alias for the certificate.

In the Common Name (CN) box enter the common name for the certificate.
In the Organization (O) box enter the organisation name.

In the Country Code (C) box then US.

Select the Code Signing option under Certificate Usage.

Specify any other properties as required.

Generate Self Signed Certificate x

Generate Self Signed Certificate
Generates a self signed certificate and inserts it into the keystore

Alias

Common Mame [(CH)

Organizational Unit (OU)

Organization (0)
Locality (L)
State/Province (ST)
Country Code (C)
Mot Before

Mot After

Key Size
Certificate Usage
Alternate Server Name

Email Address

Key Usage

selfsign (required)
selfsign (required)

*thiz may contain the host name or address of the server

Trend (required)

Us |(required)

15-0ct-2021 01:55 PM BST|«

15-Oct-2022 01:55 PM BST|4

<» 1024 bits @ 2048 bits > 3072 bits <> 4096 bits

Digital signature [] Mon-repudiation [] Key encipherment
[] Data encipherment [] Key agreement [ ] Certificate signing
[] cRLsigning ] Encipheronly [] Decipheraonly

OK | Cancel |
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Step 3.  Click OK. the Private Key dialogue box is displayed.

Private Key Password o

Private Key Password
Private Key Password

Private Key Password (required):

Password sessssssssss

Confim  (CTTTTTIIIIN

DK | Eancei|

In the Password box specify the password.

Note: The password should be at least 10 characters. At least one character should be a digit,
one must be lowercase, and one must be an uppercase letter.

In the Confirm box confirm the password.

Step 4.  Click OK. The Info dialogue box is displayed.

Info >

Certificate Generation has been submitted
and will be performed in the background.

-

This may take awhile!
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Step 5.  Click OK. The certificate will now be visible under the User Key Store tab.

Certificate Management

Certificate Management for Niagara Workbench
User Key Store  System Trust Store User Trust Store  Allowed Hosts
You have local certificates:

User Key Store

Alias Subject Not After Key Algorithm  Key Size Valid

codesigningl codesigningl Thu Jul1709:40:00 EDT 2025 RSA 2048 true
tridium Miagarad FriJan2809:07:29 EST2021 RSA 2048 true

Step 6.  Click the certificate that has just been created.

Step 7. Click Export. The Certificate Export dialogue box is displayed.

Certificate Export *

Certificate

TableView | ASN.1View PEM View

Properties:

Version v3

Serial Number 48 32 05 al 40 31 23 4f 30 la 32 =1

Issued By codesigningl

|ssuer DN CN=codesigningl, 0U=ProductDev, 0=Tridium, L+

q\ Private Key

[ Exportthe private key
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Step 8.  Click OK. The dialogue box changes.

CJFileSpaces [
C:/Users/ / / /certManagement
) My File System —
4« B AE = E O-H88
n doccodesigning.pem
E] tridium.pem
R Bookmarks [
Filename: | doccodesigning.pem Save
Files of type: PEM Files Cancel

Step 9. Navigate to the location the certificate is to be exported to.
Step 10. Click Save. The certificate will be exported.
Step 11. Select the User Trust Store tab.

Step 12.  Click Import. The Certificate Import dialogue box is displayed.

Certificate Import X
EFileSpaces Current Path
C:/f Users /e301346 / Niagara4.10/ Trend / certManagement
) My File System —
« o pAE||E==|0-8E
GMyModules

a selfsign.pem

A Bookmarks

Filz name: Open

Files of type:  PEM Files

i

Cancel
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Step 13. Navigate to the location of the certificate and select it.

Step 14. Click Open. The certificate will be imported and displayed with a green tick in
the User Trust Store tab.

Certificate Management

Certificate Management for "localhost”
User Key Store  System Trust Store  User Trust Store  Allowed Hosts

You have user certificates that identify these certificate authorities:

User Trust Store 1 objects
Alias Subject Not After Key Algorithm  Key Size Valid ®
¥J codesigningl codesigningl Thu Nov 25 18:11:55 15T 2021 true

View | @ Delete | @ Import | & Approve

@ Export

Sign the Module

This section explains how to sign the third-party modules using the Jar Signing Tool.

Caution: Security best practice is to encourage the original authors of a
module to sign their own code. Signing a module on behalf of a
3rd party should be done only as a last option, and only if you
trust the authors.

To sign the module:

Step 1. Run workbench and on the Tools menu select Jar Signer Tool. The Jar
Signer dialogue box is displayed.

==| Jar Signer
= | Sign ajarwith a selected certificate.

Select ajarto sign:

N

Certificate Alias:

Certificate Password:

TSA URL: http://timestamp.digicert.com

oK Cancel
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Step 2.

Step 3.
Step 4.
Step 5.

Step 6.

Click [l folder icon. The Select a jar to sign dialogue box is displayed.
Select a jar to sign X
QFileSpaces [ _
eM)'Fll.e System 'I‘ - ...
I My Modules L B ®-8 13
A sysHome
O User Home
Q C:
R Bookmarks
File name: Open
Filesof type: jarfile Cancel
Navigate to the location of the module that is to be signed and select it.
Click Open to return to the Jar Signer dialogue box.
In the Certificate Alias box select the certificate that is to be used to sign the
module.
In the Certificate Password box enter the password for the certificate.
Jar Signer x
==| Jar signer
= | Sign ajarwith a selected certificate.
Selectajarto sign:

file:/C:/TrendControlSystems/IQVISIONZ. 60/ modules/docMbus-dol [l

Certificate Alias: selfaign
Certificate Password: essssssssssnsl

TSAURL: http://timestamp.digicert.com

OK | Cancel |
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Step 7.

Click OK. The Save signed jar as dialogue box is displayed.

Save signed jar as

L File Spaces
&Y My File System

R Bookmarks

s

Current Path
file

4« O A E -8 2

M sysHome
) userHome
&
& h:
& k:

8 s

Save

Filename: | alarm-rt.jar

Filesof type: jarfile Cancel

Note: The signed module should be saved inside the modules folder or save anywhere and
then copy into the modules folder.

Step 8.

Step 9.

Navigate to the location to which the signed module is to be saved and click
Save. A confirmation window is displayed.

Click OK.
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Import the Self-signed Certificate into the Platform

To import the self-signed certificate into the platform:

Step 1. Run workbench and connect to the platform.

Step 2.  In the Nav tree select the Platform > Certificate Management. The Certif-
cate Management screen is displayed.

Certificate Management

Certificate Management for "localhost"”
User Key Store  System Trust Store  User Trust Store  Allowed Hosts

You have local certificates:

User Key Store
Alias Subject Mot After Key Algorithm  Key Size  Valid
tridium MNiagarad Wed Oct060%:52:5115T2021 RSA 2048 true

1 objects

B

View @_ New = Cert Request 5 Delete

@ Import 5 Export :l: Reset

Step 3.  Select the User Trust Store tab.

Step4.  Click Import. The Certificate Import dialogue box is displayed.

Certificate lmport

g File Spa ces Current Path

C:fUsers/e301346 / Niagara4.10 / Trend / certManagement

) My File System

4 B A =
GM}rMOdules

ﬂ selfzsign.pem

N Bookmarks

File name:

Files of type: PEM Files

2 0o0-H8 3

Open

Cancel

i
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Step 5. Navigate to the location of the certificate and select it.

Step 6.  Click Open. The certificate will be imported and displayed with a green tick in
the User Trust Store tab, and you should be able to use the signed Easy
Binding widget and 3rd party modules on the platform.

Certificate Management

Certificate Management for "localhost”
User Key Store  System Trust Store  User Trust Store  Allowed Hosts
You have user certificates that identify these certificate authorities:

User Trust Store

1 objects
Alias Subject Mot After Key Algorithm  Key Size  Valid B
U codesigningl codesigningl Thu Now2518:11:55 1ST2021 true
View | @ Delete | @ Import | % Approve

@Export
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Common operations of an Easy palette

Open a Palette

Note:

Before you can use the palette to add widgets to a px page the palette must be opened.

User must have an Easy Binding features in license in order to load the palette.

Open a palette

Step 1.  On the menu bar select Window > Side Bars > Palette.

Step2.  Click [l (folder icon). The Open Palette dialogue is displayed.

Selectone or more palettes to open, orjust start typing: Browse...

AXPlatinum AxPlatinum
aaphp American AutoMatrix Public Host Protocol Version 8,10 From August 2000

aapup Am oMatrix PUP Driver

abstractMqttDriver Thi: forthe MQTT client.

aceEdge Driv on Tridium Edge devices

alarm Niaj Module

alarmQrion Niagara Alarm Qrien Module

oK Cancel

Step 3. Enter the name of the palette in the filter box and select the required palette
from the list.

Step4.  Click OK. The selected palette is added to the Palette section.

Add Widgets to a Px Page

Note:

Widgets from an Easy Palette can be used in conjunction with the Easy Binding Tool to
add images to a px page that are dependent on the datapoint's value.

To add widgets to a Px page
Step 1.  Open the Px page the widget is to be added to in edit mode.

Step 2.  Open the required Easy Palette — see Open a Palette.

Click 3 (search icon), in the palette to open a preview pane - this will show a preview
of the graphic.

Step 3. Expand the folder structure in the palette to display the widget that is to be
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Note:

Note:

added to the page.

- Palette
] E] E iEasyBindingLihrar_\,r
GActuﬂtur

D Arrows_and_Pipes

D Chillers

E| content

'D Coils
@ coil_cooling
@ coil_cooling_2Port

Step 4. Drag the required widget from the palette to the Px page. The widget is
added to the page.

- Bound Ords

)

H:F (Copy 1o clipboa

Step 5. Position and resize it by clicking any of the pointers and dragging to resize
the widget.

Do not change statusEffect drop down property in the easy bindings property sheet, if its
value is other than “None” then e-signature effect will override easy binding image
effects.

When you drag and drop a widget from the palette to the Px page by default, the image
from the Off folder will be displayed. If there is no graphic in the Off folder the image from
the On folder will be used as a default.

Step 6. Bind the Widgets to the datapoint- see Bind Widgets to the Datapoint.
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Bind Widgets to the Datapoint

After adding widgets to the Px page, you need to bind the widget with the appropriate
datapoint.

There are three types of binding:
+ Value - Binds the data point's value to the widget.

+ Alarm - Binds the data point's alarm status to the widget (used by the alarm
overlay)

* Note: If the Alarm binding is to be used the point that is to be monitored must have
an alarm extension attached to it.

» Override - Binds the data point's override status to the widget (used by the
override overlay)

To bind a widget with a datapoint

Step 1.  Open the Px page containing the widgets that are to be bound, any changes
to the Px page must be saved.

Step 2. In the view selector on the right select Easy Binding.

Z  PxEditor ~

Wh Px View
Px Editor

Point View Widget

Easy Binding
Text Editor
AX Text File Editor

AX Text File Viewer

Hex File Editor

Step 3.  The Easy Binding window view is displayed.

Boiler CHP Coil_Cooling

Note: The chain icon displayed on the graphic means the graphic is not bound.

The toolbar is located at the bottom of the Easy Binding view.
Properties

Y Y P : s
Al I\n"alue ) I Alarm ) | Override @)

*Unbound* *Unbound*® *Unbound*
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Bind the data points with the graphics. This can be done in one of three ways:
Using drag and drop on the widget

1. In the Nav tree select the required datapoint.
2. Drag the datapoint onto the binding type for the widget

= Mav
Boller
t} O (_';} My Metwork
© config L
@ Services /
L4
) orivers A
fj NiagaraMetwork
G' BaoleanWritable

D BooleanWritablel Value
Alarm
G‘ BooleanWritablel
0 _—
Akl —
| BaoleanWritabled _'___'_'___'_'_ A

3-.,' Humenichiritable

L) NumerncWritablel
) MumericWritable2

L) Humencivritable3

) HumericWritabled

This will bind the datapoint to the selected binding type for the widget.
Using Point Chooser

1. Select the widget.

2. Select @ (plus icon), from the required binding type in the toolbar or select

the @ (plus icon) from the All area. The Point Chooser window
displayed..

Properties o
R
Undo | All Value ® j Alarm ® | Override ®
Revert *Unbound* *Unbound*® *Unbound*
Point Chooser X
A Filters ke
Drivers/BacnetNetwork/Points/BacnetNumericPoint
¢ Boolean
Search
¥ Secure Boolean
@Servi:e;
¥ Numeric D
. ﬂ BacnetNetwork
¥ Secure Numeric )
Paints
¥ Enum OBa:re:anlearPomt
0 BacnetBooleanWritable
¥ Secure Enum BacnetMumericPoint

BacnetMumericWritable
BacnetEnumPaint
BacnetEnumWritable
0 BacnetBooleanPointl
0 BacnetBooleanWritablel
BacnetNumericPointl
BacnethumericWritablel
BacnetEnumPointl

Remember last cheice Choose | Cancel |
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3. Enter the required datapoint name in the search field. Filtered datapoints
are displayed.

Note: If you select the Remember last choice option, the application will
remember the last search history.

The displayed datapoints can be filtered by point type by selecting the
Boolean, Secure Boolean, Numeric, Secure Numeric, Enum, or Secure
Enum checkboxes.

4. Select the required datapoint and click Choose. This will bind the selected

datapoint to the selected binding type from which you selected the (£

(plus icon). If you selected the (plus icon) from the All area the datapoint
will be bound to all the binding types.

Using drag and drop on the toolbar

1. Select the widget. The toolbar displays the properties and binding points for
the widget.

2. In the Nav tree select the required datapoint.

3. Drag the datapoint on to the area of the toolbar representing the required
binding type.

Bind the pointwith

graphic using drag

and drop on the
Alarm toolbar.

Qverride

All

This will bind the datapoint to the selected binding type for the widget

After the widget has been bound to the required datapoint, its appearance will
change.

Boiler CHP Coil_Cooling
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You can switch to Wb Px View, to check the display is as required.

/A

Reset Binding
To Revert the binding

The Revert option discards the changes for all the graphics in the Px page.
Step 1.  Select the widget.

Step 2.  Click Revert on the toolbar.

Properties - CHP
n.u i e I"'_;lmlm @Io««m ®
— INUMMTMHEI "Unbound™ *Unbound ™
Revert '
T

A dialogue box is displayed, asking if you want to continue.

Continuing will reset all bindings to their original
values?

Cancel | | Continue

Step 3.  Click Continue. The changes implemented for all the graphics in the Px
page will be discarded and graphics values will reset to their default value.

Properties - Heater

oy Y i 1 Y
de Al () Q@ Value (%) | Alarm @ | Override )
rt

*Unbound* *Unbound*® *Unbound*
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To Undo the last change

The Undo option allows to discard the last changes for the selected widget.
Step 1.  Select the widget.

Step 2. Click Undo on the toolbar.

“roperties - Boiler
|I Undo || Fundo || an 7 ff value 1=l [ slarm I =1 [ [ Override
7 e |

NumericWritable2 NumericWritablel NumericWritable3

The last change to the binding will be discarded.

Properties - Boiler

All i IVa\ue ' m IA\arm - il | override

Revert NumericWritablel NumericWritable2 *Unbound*

Turn Value Display ON/OFF

You can turn the display of the datapoints Value ON/OFF.

Boiler [ ] ‘ Boiler |

=T
Alarm Alarm
Querride Qverride
Al Al
When the value visible. When the value not visible.

To turn label display ON/OFF

Step 1.  Select the widget.

Step2. Click (eye icon) to toggle the value display.
Or
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* Open the Px page in editor view and double-click the widget to display its property

sheet.

Properties %
EasyBindingWidget | o - "
% Ezsy Binding Widget .
enabled true n
labelonly falze n
labelPosition Bottom n
layer n
layout 500.0,160.0,111.0,101.0 ‘
showAlarm false n
showOverride false n
showValue e f— n
visible true n .

+ Set the showValue parameter to 'true' or ' false' as required.
+ Click OK.

Change Value Alignment

To change the value alignment

Step 1.  Select the widget.

Step 2.  Select the required value alignment option from the appropriate binding type
section in the toolbar.

38 EASY PALETTE - INSTALLATION AND OPERATIONS GUIDE



- Align to left
- Align to top
- Align to bottom

- Align to right

The value alignment is changed

Delete Binding

You can delete some or all bindings for a widget.

To delete all the bindings

Step 1.  Select the widget.

Step 2.  Click |IlI| (delete icon) from the All section. All the bindings for the selected
widget will be deleted.

Properties - Bo

3

Undo || All lue I = 1 i
Revert I NumericWritable2

Alarm

*Unbound*®

® | override ®

*Unbound*

To delete a specific binding

Step 1.  Select the widget.

Step 2.  Click |/l (delete icon) from the required binding type section of the toolbar.
The binding for that binding type will be deleted.

Properties - Coil_Cooling

[ undo | Al ml\'ﬂlue [ B == I

NumericWritable2

Alarm | M=y |

NumericWritable3

mmj {

rride I 1
I NumericWritabled
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Using the Widgets

In normal operation widgets display the datapoint value that is is bound with the widget
value slot.

The widget allows the value of the bound datapoint to be changed.

To change the datapoint value:
Step 1. Right-click the widget and select > Action > Set.

Step 2. Enter the value and click OK.

550.0

If a the datapoint is bound to the widget's alarm slot, the widget will generate an alarm
and indicate an alarm condition when the low or high limit is reached.

The low or high limit value can be changed. For details of configuring the alarm exten-
sion refer to the Niagara documentation or module://docAlarms/doc/alarm-AlarmSource-
Ext.html Ord link.

If a datapoint is bound to the widget's override slot, the widget will indicate the override

status with a (hand icon). The override value and duration can be changed.

10
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To change the override value and duration:

Step 1. Right-click the widget and select Actions > Active or Inactive. The Over-
ride box is displayed.

Step 2.  Specify the required value in the Override Value box.

Step 3.  Select the required override duration from the Override Duration box.

| £ Override X

Override Value 250.0
Override Duration | Permanent 00000 00m 00.000s

Permanent
ancel

1Minute

15Minutes

30Minutes
1Hour

2 Hours
3Hours

Custom

The default override duration is permanent meaning the override value will remain effec-
tive until the next time this action is auto-detected. Other timed durations are available (1
Minute, 15 Minutes, 30 minutes, 1 hour, 2 Hours, 3 Hours, Custom). Custom enables
any duration to be specified (hours, minutes, and seconds).

Step4.  Click OK.

To remove the override:
Step 1. Right-click the datapoint and select Actions > Auto.

Note: Buttons could be added to the px page to perform these actions.
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Contact

Saia-Burgess Controls AG

Bahnhofstrasse 18
3280 Murten

Switzerland.

Phone.....cccccccoovvivieieee +41 26 580 30 00

Phone support.........cccccoveeeeeen.n. +41 26 580 31 00
FaX...iioeieeiceee e +41 26 580 34 99

Email support: ......cccccvvvvivinnnnen. support@saia-pcd.com
Support Site: ....cocveeiiiiiieiiiie, Www.sbc-support.com
SBC Site: .ovvviviiiiiivieee e www.saia-pcd.com
International Representatives &

SBC Sales Companies: .......... www.saia-pcd.com/contact

IMPORTANT

Saia Burgess Controls Technical Support are only able to provide support for Saia PCD® Supervisor and
the Saia Burgess Controls driver features described in this manual. They are unable to provide support for
3rd party drivers and undocumented aspects of Saia PCD® Supervisor’s operation.


mailto:support@saia-pcd.com
http://www.sbc-support.com
http://www.saia-pcd.com
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