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Information on this document:

Safe operation of the PCD controllers on the internet can only be guaranteed with
additional external IT components offering integrated protection functions such as
VPN, firewall, proxy servers, etc.

To that end, we have evaluated several VPN routers and tested them with our PCD
controllers. This document lists the devices successfully tested and their suppliers. In this
document the configuration and initial operation is

Tested devices:
e DreyTek Vigor 2850Vn
DreyTek Vigor 2920Vn
EuroGard Service Router V2 (WLan)
EuroGard Service Router V2 (UMTS)
Net Module NB 1600Net Module NB 1600-U
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1 Technical information: Vigor 2850Vn, 2920, EuroGard Service Router

V2 and Net Module NT 1600-U
The DrayTek Vigor 2850 is a business router for establishing VPN connections and

managing small to medium-sized business/home networks. Its functionality and user

interface are easy to use.

The EuroGard Service Router V2 is an industrial router for establishing secure connections
on industrial installations. The configuration menu is available in several languages. The user

guidance is simple to follow and establishing the VPN connection is easily achieved.

DrayTek Vigor DrayTek Vigor EuroGard EuroGard Net Module
2850Vn 2920VN Service Service NB 1600-U
Router V2 Router V2
(WLan) (UMTS)
Order data 2850Vn 2920Vn ER 1201-WLAN ER 1201-UMTS | NB 1600-U
Additional http://www.drayte | http://www.drayte | http://www.euroga | http://www.euro | http://www.net
information k.de/produkte/mo | k.de/produkte/dua | rd.de/en/ gard.de/en/ module.de/pro
dem- [-wan/vigor2920- ducts/industrial
router/vigor2850- | serie.html -
serie.html routers/mobile-
router.html
Application/ Business/Home Business/Home Industrial Industrial Industrial
Type
Top-hat rail No No Yes Yes Yes
installation
Electrical supply | 230 VAC 230 VAC 24 VDC 24 VDC 24 VDC
VPN Features
Number of WAN | 3: 3: 1: LAN 2: LANJUMTS 2: LANJUMTS
interfaces LAN/Modem/USB | LAN/Modem/USB
Integrated Yes No No No No
ADSL/VDSL
modem
VPN PPTP Yes Yes No No Yes
VPN Yes Yes No No No
L2TP/IPSec
openVPN No No Yes Yes Yes
No. VPN clients | 32 connections 32 connections 30 connections 30 connections | 10 connections
Windows client | Yes (integrated in | Yes (integrated in | Yes Yes Yes
Windows) Windows) (EurogardSRCon | (EurogardSRCo | (openVPN)
nect) nnect)
I0S Client Yes (IPSec/L2TP, | Yes (IPSec/L2TP, | No* No* Yes
integrated in IOS) | integrated in I0S) (openVPN)
Android Client Yes (IPSec/L2TP, | Yes (IPSec/L2TP, | No* No* Yes
integrated in integrated in (openVPN)
Android) Android)
Extensions
3G/4G modem Yes, with USB Yes, with USB No Yes, with Yes, with
stick stick integrated integrated 3G
UMTS modem modem

* |OS or Android systems can now be connected to the router via WLAN. This requires two routers. One VPN

server and one VPN client. Support for VPN on mobile devices is in preparation.
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2 Use of an existing internet access point

2.1 Preparation

Setting up a connection in an existing Ethernet infrastructure: The internet connection to the
Internet Service Provider (ISP) is enabled by an existing device (Router 1 in the figure
below).

R —_—
|1 InternetServiceProvider
AL}
& /

Router 2 (VPN server) Router 1 (ISP)

In the case shown above the internet connection to the ISP is established by Router 1. The existing Ethernet infrastructure
should not or cannot be modified. Router 2, which contains the VPN server, is installed behind Router 1 in the existing LAN. In
this case, Router 1 must be configured such that all relevant VPN ports are transmitted to the IP address of Router 2, or the
DMZ is configured to the IP address of Router 2.

Depending on the configuration of the VPN connection [the VPN connection may be
configured with Point-to-Point Tunneling Protocol (PPTP) or Layer 2 Tunneling Protocol
(L2TP), which is usually used in combination with Internet Protocol Security (IPSec)],
different ports from the public network are required at the WAN interface of the VPN server.
A port represents a gateway for communicating with an application via TPC/IP, in this case
with the VPN server.

Protocol Port
PPTP default TCP 1723
L2TP default UDP 1701
IPSec default UDP 500, 4500

In a normal configuration, most of the ports on the router managed by the ISP connection are
blocked by the internal firewall. It is therefore not possible to operate a VPN server without
making slight changes to the existing Ethernet structure.

As a rule, firewall means that all data packages trying to access the LAN via undefined ports
will be blocked by Router 1 which manages the ISP connection. It is therefore not possible
for the undefined port to establish communication with the devices behind the firewall.
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In order to be able to establish a connection to the VPN server (device behind the firewall) of
the ISP-managing Router 1, the ports relevant for the VPN connection in Router 1 must be
defined in a firewall rule.

The configuration of Router 1 for forwarding ports depends on the manufacturer and software
version of the device used. In general, there are 2 ways to forward these ports to the VPN
server.

2.1.1 Explicit port forwarding (Forwarding)
The ports for establishing a VPN connection from the client to the server must be forwarded
to the VPN server from the first router by means of a firewall rule.

Ports:

PPTP Standard = TCP/UDP > 1723
L2TP Standard = UDP 2> 1701
IPSec Standard = UDP - 500, 4500
SSL = TCP/UDP - 443

VPN (L2TP mit IPSec)

InternetServiceProvider

Firewall Regeln

g ensener [

1701 192168.12.10  L2TP
500 UDF 192168.12.10  IPSec
4500 ULP 192168.12.10  IPSec

Advantage of this configuration:
Very secure, since only the ports specified above are available on the VPN server.

Disadvantage of this configuration:

The VPN ports are defined with the ports described above by default. However, these
definitions are not fixed and can be modified in the VPN server setup. If port forwarding is not
completely identical with the configuration of the VPN server, a connection cannot be
established.

The use of a DMZ offers additional options.
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2.1.2 Configuration of a DMZ
A DMZ allows all ports that are queried at the WAN interface and for which the first router
cannot find a rule to be forwarded to a specific IP address.

VPN (L2TP mit IPSec)

InternetServiceProvider

192.168.12.10

v VPN Server

Preparation of the existing router DMZ/NAT:

A DMZ must be established in order to keep the existing router that is connected with the ISP
from distributing queries to unknown ports. This configuration may vary from router to router,
but it is usually clearly described in the setup help section or in the router manual.

DMZ represents a “Demilitarized Zone”. For devices that don’t have their own security
features, the zone is not protected and not more secure. In the DMZ, the properties of every
device are comparable to those it would have if it were actually connected to the internet.
This is because the router that is physically connected to the internet forwards all
unrecognized data packages to or into the DMZ.

7 s In most cases, the DMZ is configured with a designated IP
i vt address.
- | Caution:
“ | Ports which have a rule that is recognized by the first router

are not forwarded to the DMZ.

Disadvantage:

The VPN server requires its own protection system (firewall, etc....)

Advantage:

Very easy to configure and manage.
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3 Vigor 2xx0 DrayTek

In the document the configuration of the Vigor router DreyTec 2850 and 2920 will describe.
Both have the same configuration interface for configuring the basic settings and VPN. As
opposed to Vigor 2850, the Vigor 2920 has no built-in ADSL / VDSL modem

3.1 Opening the setup menu

The PC must be connected to a LAN interface in order to set up the Vigor 2xx0. The router
includes an active DHCP server with delivery. Configuring the Vigor 2xx0 with a factory
configuration in an Ethernet infrastructure with an existing DHCP server should therefore be
avoided.

Recommendation:
Disconnect your PC from all existing network connections.
Connect your PC directly to the router.

By default, the IP address of the router is configured to “192.168.1.1". The router's DHCP
server provides the connected PC with an address in the DHCP server’s address space
(usually “192.168.1.10" for the first device).

The router is configured in a browser.
In order to load the configuration interface in the browser, the router’s IP address must be

entered in the browser.

By default, the Vigor 2xx0 is delivered with the user name “admin” and password “admin”.
You can also find user names and passwords in the router manual.
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[ Vigor Login Page %\
- L
&« C [ 178.83.186.183/webloginhim i —
4 Y
Username admin
Password ssene

I\_ Copyright@, DrayTek Caorp. All Rights Reserved, Dr ay Te k
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3.2 Configuring the WAN port
WAN stands for “Wide Area Network”. With a router, this is always the public interface in a
public, unprotected area.

Vigor 2920

chere Zone Bffentliche Zone

Local Area Network LAN] “ Wide area network[WAN1]
Sl

Vigor 2850

PreyyTek Yoo

uuuuuuuuu

WAN WAN WAN
Ethernt Modem || GSM

3.3 WAN operation behind a router/firewall
The Vigor 2xx0 allows 3 different WAN ports to be configured.

Note: The Vigor 2920 has no built-in ADSL / VDSL modem
Overview of possible connection types:

1) ADSL/VDSL modem - (only Vigor 2850 )
this configuration enables the router to be directly linked to an ISP’s ADSL/VDSL
connection using the integrated modem. The ISP’s configuration parameters are
needed for this type of connection.

2) Ethernet >
this configuration allows the router to be operated behind an existing router. In doing
so, the existing router provides the connection to the ISP.

3) USB >
this configuration allows the use of a connected modem (3G/4G) to establish a link to
an ISP. The ISP’s configuration parameters are needed for this type of connection.

This document outlines connection type 2. With this connection type, the router with the VPN
server is positioned behind an existing router. In this case, the existing router manages the
internet connection to the Internet Service Provider (ISP) and holds the system’s public IP
address.
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3.4 Configuring the VPN server
The Vigor2xx0 supports the following remote access capabilities:

1) Tunneling protocols:
a. PPTP VPN service (Point-to-Point Tunneling Protocol)
PPTP is used to establish a VPN by creating a tunnel for the point-to-point
protocol. It provides sufficient scope for any type of authentication and encryption.
The TCP port 1723 is usually used.

b. IPSec VPN service (Internet Protocol Security)
IPSec is a protocol suite that enables secured communication via potentially
insecure IP networks, such as the internet.

c. L2TP VPN service (Layer 2 Tunneling Protocol)

Tunneling on the Layer 2 level of the OSI layer model (link layer). L2TP does not
directly include encryption and is therefore most often used in combination with
IPSec.

|| DrayTek Vigar2850 Series % W

- C [ 17883186.183 & =

Vigor2850 series: : DrayTek

VDSL2 Secunty-Firewall

Auto Logout | = m VPN and Remote Access >> Remote Access Control Setup
Quick Start Wizard
Servica Activation Wizard Remote Access Control Sﬂllr
Online Status = Enable PPTP VPN Service
VDSL - .
—_— i} Enable IPSec VPN Service
WAN [¥]  Enable L2TP VPN Service
.1 ]
NAT . . - .
[ — Note: If you intend running a VPN server inside your LAN, you should uncheck the appropriate protocol

above to allow pass-through, as well as the appropriate NAT settings.

User Management
Objects Setting
CSM . . :
Bandwidth Management [ 2 ] e Cihiom] |30 ol
Applications

VPN and Remote Access

->

Remote Access Control Setup

L2TP is described in this document as it relates to establishing the VPN connection:
Activate the service for IPSec and L2TP.

L2TP allows the routing of network NAT (Network Address Translation). In doing so,
the VPN tunnel is created by IPSec.
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2) IPSec settings Pre-Shared Key (PSK)

If a connection type with IPSec was selected, the PSK is required for configuring the
connection options of the client.

y .TDrerek\'igcrnSﬁ Semes X '-\
L o C [} 17883.186.183 ol =

Vigor2850 Series

VDSL2 Security Firewall

[ o Logout - il 186 |

Quick Start Wizard r
Service Activation Wizard VPN IKE/IPsec General Setup

Online Status - —
VvDSsL IKE Authemtication Method

VPN and Remote Access >> [Psec General Setup

WAN

LAN

NAT

Firewall

User Management

Pre-Shared Key

Confirm Pre=Shared Key
IPsec Security Method
¥ medium (AH)

----------------------------------------

Objects Setting
CSM Data will be authentic, but will not be encrypted.
Bandwidth Management

Applications P il & 7
High {ESP W DES ¥I30ES W AES
VPN and Remote Access gh € )

» Data will be encrypted and authentic,

ok | [ cancel ]

[
»
[ 3

»
Certificate Management
USB Application

System Maintenance
Diagnostics

External Devices

pvascript:top.locati

IPSec General Setup
Under no circumstances should the PSK be a word from the dictionary.

A password combining special characters, numbers and letters and totaling at least
12 characters is recommended.
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3) Remote Dial-in Users
Up to 32 users can be defined here. All of these users can log on to the VPN server.
The index of the relevant line must be clicked in order to establish a new user.

— -
1) DrayTek Vigor2830 Series  x

<« C 117683186183

l

Vigor2850 Seriest

VDSL2 Security Firewall

o Logou I 126 |

Quick Start Wizard
Service Activation Wizard
Online Status

VDSL

WAN

LAN

NAT

Firewall

User Management
Dbjects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access

USB Application
System Maintenance

SO

SAIA BURGESS CONTROLS

C~r

¥ =

| 7 Machten Sie, dass Ihr Passwort von Google Chrome gespeichertwird? | Passwort speichem | I Fiir diese Website niem als I b

DrayTek

VPN and Remote Access >> Remaote Dialin User

Femole Access User Accounts:

| Setlo Factory Default ‘

32 Remote Dial-in Users

Index User Active Status Index User Active Status
% Daniel il LAN1-DHCP 17. 777 [l --
FR Daniel 2 | LAN1-DHCP 18, 777 = -
3 %7 B == 19, 77 B --
4 77 ] - 20. 777 ] ---
5 " ] == 2L 717 [l ===
6. 77 ] -- 22 177 = -
L ki al] == 2. ki B ===
8, 77 ] - 24, 17 B ===
9. 777 ] == 25, 77 ] o=
0. 777 [l - 26, 77 ] -
11. 777 B == L 777 = ===
12, 777 [l - 28. 777 ] -
13 777 [l == 29, 777 al ===
14, ki B - 0, frad al] - |
15, 77 B == kiR 7i? 0 ===
16, 777 [l - 32. 777 ] ===
0K Cancel :
13/67
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4) Remote Dial-in User Configuration

1) Set the currently selected user to active user:
Set the timeout to “60” seconds.

2) Dial-in options for the currently selected user:
Preferred setting is L2TP with IPSec policy (Must).
In this case, a protected IPSec tunnel to the server is established. Another L2TP
tunnel is then set up in this tunnel, which allows the network to route between
server and client.

3) Activate Specify Remote Node.

4) Definition of a user name and password for authentication.

& DrayTe‘i: Vigor2850 Series  x "\
* C [ 178.83.186.183

? Méichten Sie, dass Ihr Passwort von Google Chrome gespeichert wird? | Passwort speichem | | Fiir cliese Website niemals

Vigor2 850 series-

VDSL2 Secunty Firewall

DrayTek |

o Lovou I 126 |

Quick Start Wizard
Service Activation Wizard

VPN and Remote Access >> Remote Dialin User

Online Status User account and Authentication sername 4 Daniel
L ¥| Enable this account 4
assword(Max 19 char)  |sees
WAN Idle Timeout 60 second(s) _ ( ’
LAN | Enable Mobile One-Time Passwords(mOTRP)
NAT
Firewall PIN Code
User Management 1 pRTPR Secret
Dbjects Setting )
CSM L 1Psac Tunnel
g“ﬁ“"[d‘lh Management ] L2TP with IPsec Policy | Must [=] IKE Authentication Method
pplications —
. ) Pre-Shared Key
VPN and Remote Access @ | Specify Remate Node =
mote Client 1P _ EShirad kays) [
[T pigital Signatura(x.509)
Mone | =
r Peer ID —I
etbios Naming Packet 9 pass Elock

»
[

Certificate Management
USB Application
System Maintenance

Diagnostics
External Devices

ulticast via ¥PN Pass @ Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet

LaN 1 [+]

[Tl assign Static 1P Address
0000

IPsec Security Method

1 Medium{ AH)

High(ESP) ¥ pes ¥ 30Es ¥ aES
Local 10 {optional)

Clear Cancel

5) The VPN server is now fully configured and ready for client connections.
6) When the client is connected, a link to the application can be made simply by entering
the IP and .html file in the micro browser.
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3.5 Android System 4.1.2 client
Open the menu - Settings = Additional settings:

7l %1

510 ¢t @0
3 @ Settings

| Wireless and network

w all ¥ 15

Samsung Voice Downloads @ Wi-Fi
Link Recorder
© Murten

Cloudy. r o8
225" 5 — 8 ? Bluetooth

Settings Google
Settings

prams,

g @ Data usage

Gallery Game Hub Google

g - *** More settings
8+ Z Q

Google+  Group Cast Help Internet Device

W o ® Home screen mode
@ ﬂ 'd

L] L] L] - L] a e
EEm : Camera Contacts
E m . - @ Blocking mode O

Phone  Contacts Messaging Internet Apps

ChatON Camera Samsung Play Store
Apps

The submenu includes the entry VPN (Virtual Private Networks), which is used to configure
the client:

|

Pt &0 T .l% 1570

< Wireless and networks

.:» i
< & ven

Network
e ‘ Add VPN network

Airplane mode

Edit VPN network
Name
L2TP V2850
Type
USB utilities L2TP/IPSec PSK

78.83.186.183

L2TP secret

Mobile networks

Tethering and portable hots..
hare you vice's mobile te
ynnec n via B, Wi y
Slueton

IPSec identifier

hle oy l| < .
- Show advanced options
Media share

Cancel
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Add a VPN network connection:
= Name = Can be freely defined
= Server address = Public IP address or DNS name of the DSL router
= L2TP key = Is not used for current router configuration
= IPSec Pre-shared Key = Key that was provided in the router IPSec general setup
= Save

Open the new VPN network connection:

% all® 1512

Connect to L2TP V2850 < ¥ VPN

User name

L2TP V2850

Daniel

| ' Save account information

Connect

Danielle Daniel Daniels v

& w L) ) o

5
i B i BN ol bp

T 2 3 L]

qwe r
2 ks el BE kal Uil Ni

1 = kel b 1B ol ol <2

123 | ® EnglishiUs) 2
Sym ‘* j -} . Next

= User name and password that were provided for the remote dial-in user configuration.

Lzername Claniel

Password{Max 19 char) |=eess

| Enable Mobile One-Time Passwords{mOTP)
PIN Code

Secret
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3.6 iPhone/iPad client
The following steps are required to establish a L2TP/IPSec connection with an 1-OS device:

1) Open “Settings”. Under the menu item “General”, select “VPN":

-

& Einstellungen L

Info >

Softwareaktualisierung [ 1 3

Benutzung >

Siri >
" Mobiles Netz Ein » ‘

VPN Nicht verbunden »
1 iTunes-WLAN-Sync >
| ‘ Spotlight-Suche >

2) Add a new VPN connection:

—

ull. Swisscom

[ Allgemein

VPN ) o

Konfiguration auswahlen ...

VPN hinzufiigen >
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3) Create a L2TP IPSec connection with a remote VPN server.

Required settings or entries:

Description: Can be freely defined

Server: IP address or DNS of VPN server

Account: User profile with VPN access rights to the VPN server

Password: The password stored for this user profile

Shared Secret: The pre-shared key (PSK) that was provided for the VPN tunnel

L2 L

il Swisscom 7

" Abbrechen < ] Sichern

PPTP | IPSec

Beschreibung Vigor
Server 178.83.186.183

Account Daniel
RSA-SecurlD -y

Kennwort eeesesecesee

Shared Secret ssessssscsse

Fiir alle Daten @

Proxy

“ Manuell Autom.
|

4) Select the tunnel used for VPN access and activate this tunnel. The status field
displays that the tunnel was successfully established:

ail. Swisscom F 10:08 =} .al. Swisscom F 10:09

I ()
VPN (D o) | |ven &)

Konfiguration auswihlen ... Status Verbunden: 0:11 >
Vigor - . i
v Eloetic g Konfiguration auswahlen ...
: i Vigor
VPN hinzufiigen > Bl Y Egene ©
VPN hinzufiigen >
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3.7 Client Microsoft Windows XP

1) Open the network configuration:

@ Set Program Access and Defaults
& Windows Catalog

L)

% Windows Update
(3] Programs ’
Documents »
[+ Control Panel
sead] ™ Network Connections
t—_‘) Help st Speicct ‘2 Printers and Faxes
9 gun... a Taskbar and Start Menu

12] Log OFf vmware...
(0] Turn OFf Computer...

i ‘start
2) Create a new
connection:

'_I_u Network Connections

File Edit View Favorites Tools Advapced Help

Dok - ) - [T | JO search | Folders | [~

Address |¢; Network Connections

:l MName
Network Tasks LAN or High-Speed Internet

connection
JLlan2

2L Up 3 Name or sm.a

o
e

office netwaork

Change Windows
Firewall settings
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3) The new connection wizard is loaded:

New Connection Wizard

Welcome to the New Connection
Wizard
This wizard helps you:

* Connect to the Internet.

* Connect to a private network, such as your workplace
network.,

* Set up a home or small office network.

To continue, click Next.

Cancel I

4) Connect to the network at my workplace (VPN):

New Connection Wizard
Network Connection Type
What do you want to do?

(" Connect to the Internet
Connect to the Internet so you can browse the Web and read email.

(+ Connect to the network at my workplace

Connect to a business network [using dial-up or VPN] so you can work from home,
a field office, or another location.

(" Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

(" Set up an advanced connection

Connect directly to another computer using your sernial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

< Back I Next > I Cancel
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5) Virtual Private Network connection (VPN):

INew Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

| (" Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital

Network [ISDN) phone line.

SOC
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(¢ Virtual Private Network connection

Internet.

Connect to the network using a virtual private network [YPN) connection over the

< Back

Cancel

6) Name of VPN:

New Connection Wizard i

Connection Name
Specify a name for this connection to your workplace.

&)

Type a name for this connection in the following box.
Company Name

I"vfigor 2850

For example, you could type the name of your workplace or the name of a server you

will connect to.

< Back

Next > | Cancell

VPN Router Document 30-004; Edition ENO3 |.2014-02-20
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7) VPN server address:

YPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol (IP) address of the computer to which you are
connecting.

Host name or IP address (for example, microsoft.com or 157.54.0.1 |

|ﬁ8,33.185,133

< Back Next > I Cancel

8) Close wizard:

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

Yigor 2850
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

[~ Add a shortcut to this connection ta my desktop

To create the connection and close this wizard, click Finish.

< Back Finish Cancel
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9) Select properties in the connection dialog:

Connect Yigor 2850 ﬂﬁ!

User name: I

Password: I

[~ Save this user name and password for the following users:
& Meonly
£ Anyone who uses this computer

Comnect | Concel [ Piopeties | Hep |

10) Security Tab - IPSec Settings = Enter IPSec key:

& Yigor 2850 Properties 21x|

General | Options  Secuity | Networking | Advanced |

r Secu'iq." options
(+ Typical [recommended settings}
Validate my identity as follows:
IHequile secured password :I

I~ Automatically use my Windows logon name and
password (and domain if any)

[V Require data encryption [disconnect if none]

" Advanced [custom settings)

Wsing these settings requires a knowledge Settings I
of security protocols, =

IPSec Settings

¥ Use pre-shared key for authentication

Kew e

0K | Cancel | DK I Cancel I
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11) Enter user name and password of the VPN user:

Connect ¥igor 2650 llﬂ

Username: || Daniel

Bm ...........II

[~ Save this user name and password for the following users:
* Meonly
€| Aryone who uses this computer

[CComest | Concel | Piopeties | e

12) Connection was made:

fconnecting vigor s
@ Connecting to 178.83.186.183...

@1 Verifying usemame and password...

_ Corcel |
et

[ TCancel

@ Registering your computer on the network..

VPN Router Document 30-004; Edition ENO3 |.2014-02-20
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13) The PC is now a member of the remote network. Access to devices is now possible
with all applications that support Ethernet:

= Browser
-> _PG 5

._ j/ o start
c

———

e

RS

2

B Monitoring

<d Today
il o.00kwh
ey Week
il o.00kwh
Month

0.00kWh

Year
0.03kWh

S

[) 192.168.1.50/starthtm

7:53:09

LT ]
l 25/6/2013

¢) UserPasswordDialog_¥01 [Devicel] - Sai PG5° Project Ma
© Flle Edt View Project Device Online Tools Help
D @ & =

Rl CO EX K

. Project Tree

Project 'UserPasswordDialog_V01' : 2 Devices
% Properties
~88 TCPJIP Settings Table
# (] Common Files
| [ug] Library Manager
=] E Devicel - PCD7.D457¥TS5F - 168.152.35.23, S-Bus Stn 0
' Properties
 Ig;: Online Settings - SOCKET: TCP{IP, 192.168.1.50, Stn Auto
EZ Device Configurator
@l Build Options
[ Program Files
)] Listing Files
#)-[_] Documentation Files
I [+ E DeviceZ - PCD3.MS5540 - 192.168.1.2, 5-Bus Stn 0
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3.8 Microsoft Windows 7 client
Create a VPN connection in a Windows 7 system. Administrative rights are required to set up
a VPN connection.

1) Open the Network and Sharing Center:

Currently connected te: s

i Network 5
Internet access

Dial-up and VPN a

To Vigor 5

Vigor 2850

Open Network and Shanng Center

16:06
24072013

2) Create a new connection to a network:

=)

S5 » Control Panel » All Control Panel tems » Network and Sharing Center ~ | 5 | Search ContratPanel P
\8““\1 Jadl = * Control Panel » All Control Panel Items » Network and Sharing Center Search Control Panel yol

Control Panel Home - . . . E
View your basic network information and set up connections

Change adapter settings E‘L & 0 See full map
-

fhet:nge athonced sk WIN-22VGHKOTHAH Network 5 Internet
ings g
(This computer)

View your active networks Connect or disconnect

. Access type: Internet
] Network 5 typ

7 Connections: & Local Area Connection
2 Work network

U Local Area Connection 3

Change your networking settings

{t. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Ey Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Soe abn Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.
HomeGroup

Internet Options @ Troubleshoot problems
Windows Firewall Diagnose and repair network problems, or get troubleshooting information.
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3) Connect to the network at my workplace:

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

=5

L Set up a new network
<am, Configure a new router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace. |

= Setup a dial-up connection
m® Cconnect to the Internet using a dial-up connection.

[ Mest I[ Cancel]

[

4) Use the internet connection:

How do you want to connect?

% Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet.

LY

= Dial directly
Connect directly to a phone number without going through the Internet,

LY

What iz a VPN connection?

VPN Router Document 30-004; Edition ENO3 | .2014-02-20 27167


http://www.saia-pcd.com/

Saia-Burgess Controls AG

VRN
Bahnhofstrasse 18 | CH-3280 Murten | Switzerland S : ' ' A N 4
T +41 (0)26 672 72 72 | F +41 (0)26 672 74 99 | www.Ssaia-pcd.com SAIA BURGESS CONTROLS

5) Deflne internet address and name of the connection:

Type the Internet address to connect to

Your nebwork administrator can give you this address,

Internet address: 178.83.186.18

Destination name: Vigor 2850

[ Use a smart card

@' [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.
Don't connect now; just set it up so I can connect later

6) Enter user name and password of the VPN server:

Type your user name and password

User name: Daniel

Password: RN RNNRER

[7] Show characters

[¥]Remember this pa ssword:

Dormain (optional):
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7) Close wizard:

The connection is ready to use
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LY

= Connect now

8) pen the Network and Sharing Center - Change adapter settings

(.Jka)id| 5 » Control Panel » All Control Panel ltems » Network and Sharing Center - Search Control Panel £

Control Panel Home

Change advanced sharing
il (This computer)

View your active networks

L& Network 5
Work network

Change your networking settings

ﬁ. Set up a new connection or network

Gy Connect to a network

See also
HomeGroup
Internet Options Troubleshoot problems

Windows Firewall

VPN Router Document 30-004; Edition ENO3 |.2014-02-20

View your basic network information and set up connections

I Change adapter settings 1 &&‘ y &

WIN-22VGHKOTHAH Network 5

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Diagnose and repair network problems, or get troubleshooting information.

0 See full map

Internet

Connect or disconnect

Access type: Internet
Connections: Local Area Connection
4 Local Area Connection 3
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9) Open properties of the VPN connection:
[E=SEERE—,)

@ v Control Panel » MNetwork and Internet » Network Connections » - Search Network Connections pel

Organize » Start this connection Rename this connection Delete this connection  » 9= - [ @
"'-. Local Area Connection "'-. Local Area Connection 2 "'-. Local Area Connection 3
%j Network 5 %j Network cable unplugged %* Network 5
e Intel(R) PRO/1000 MT Metwork C... @ TAP-Windows Adapter V9 ﬁf:’f Intel(R) PRO/1000 MT MNetwork C...
— Te Vigor = Vigor 2850 — Vigor_2850
‘-.'" N Disconnected ‘"".-,?H Disconnected I‘-." Disconnected
WAN Miniport (L2TP WAN Miniport (IKEv2
& port (L2TP) ——— & port (IKEvZ)
Status

Set as Default Connection
Create Copy

Create Shortcut
'&' Delete
'&' Rename

'&' Properties

10) Enter L2TP/IPSec connection settings and set the IPSec Pre-Shared Key (PSK):

— = -
S Vigor 2850 Properties | 28 || Advanced Properties
-

LZTP

@) Use preshared key for authentication

Key: SR

i_ () Use certificate for authentication

b EE
[H.equire encryption {disconnect if server declines) '] H Verify the Mame and Usage attributes of the server’s certificate
H
Authentication

() Use Extensible Authertication Protocol (EAP)

Propertiaz

@ Mlow these protocols 218 I [ Cancel

[] Unencrypted password (PAP)
[¥] Challenge Handshake Authentication Protocel (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ Automaticalty use my Windows logon name and
password (and domain, if any)

oK || Cancel
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11) Open the VPN connection and establish the connection.
&« Connect Vigor 2850 .I E

User name: Daniel|

Password: [To change the saved password, click here]

Domain:

Save this user name and password for the following users:
.@! Ma Of'*y

fg;i' Anyone who uses this computer

[ Cormect ] [ Cancel ] [ Popoties | [ Heb
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12) The connection was made, IP addresses from the router's DHCP server were

assigned
[~ I h - - -
= Status ven Vigor 2850 M =| Status von Vigor 2850 u
Allgemein | Details allgemein | Details
verbindung Eigenschaft ‘Wert
IPv4-Konnekkivikat: Internet Gerdtenams AN Miniport (LZTP)
IPwE-Konnekkivikak: Kein Metzwerkzugriff Gerdtetyp wpn
Medienstatus: verbindung hergestellt Authentifizierung M3 CHAP ¥2
Dauer: 000057 i Komprimierung (keine)
PPP-Mulkilinkframing Inakkiv
Client-IPv4-Adresse 192.168.1.11
Server-IPvd-Adresse  192.168.1.1
MAP-Skatus Micht MaP-Fahig
Akkivitak Werwendeter Metzwer,,. LAN-Yerbindung
- Urspringliche Adresse 168,152,35,150
Gesendel —— .%!_“ ——  Empfangen Tieladresse 178.83.186.153
._-J_‘
Evtes: 1.768 543
Komprimigrung: 0% 0%
Fehler: 0 0
Eigenschaften ] [ Trennen l [ Diagnose ]
Schliefen Schiliefen
[

13) The PC is now a member of the remote network. Access to devices is now possible
with all applications that support Ethernet.

= Browser
> _PG 5

I/ ;‘_ start
| c

—

[ 192.168.1.50/start.htm

B Monitoring

Today
0.00kWh

—

Week
0.00kWh

@?:53:09

q 25/6/2013

¢) UserPasswordDialog_¥01 [Devicel] - Sai PG5® Project Ma
° File Edit Vew Project Device Online Tools Help

B CO xR

. Project Tree

—

Month
0.00kWh

—

VPN Router Document 30-004; Edition ENO3 |.2014-02-20

Year
0.03kWh

Project ‘UserPasswordDialog_Y01' : 2 Devices
“F Properties
88 TCP/IP Settings Table
-] Common Files
(u#] Library Manager
B E Devicel - PCD7.D457¥TS5F - 168.152.35.23, S-Bus Stn 0
4 Properties
l’q;: Online Settings - SOCKET: TCP/IP, 192.168.1.50, Stn Auto
£8 Device Configurator
@] Build Options
#1-(_] Program Files
-] Listing Files
(] Documentation Files

| = @ Device2 - PCD3.MS540 - 192.168.1.2, S-Bus Stn 0
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3.9 Windows troubleshooting:

In the event that the connection was not successful, please check the following points
and repeat the process starting at number 15. Activate the IPSec Policy Agent and

the IKE and AuthlP IPSec keying modules.

@ PG5 V2.0.220
@ Start EurogardSRConnect

—_—

"_1[ Getting Started
! Connect to a Projector

Calculator

@ Project Manager PG5

Sticky Notes

HH] Motepad++
FileZilla
% Snipping Tool

» Al Programs

| \Sew\:h programs and file

regis

Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support
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2) Open Management:

5 » Control Panel » All Control Panel lkems »

Adjust your computer’s settings

5 .11 " " "
’P Action Center Administrative Tools

@.‘I Color Management @‘] Credential Manager
@ Desktop Gadgets I& Device Manager

3) Open Services window:

= &8 =

——r— -

b\_/ |4 » Control Panel » All Control Panelltems » Administrative Tools -.-[«,H Search Adm P
Organize ¥ [57] Open Bumn 0 &
W Favorites o —

. @ /
18 Downloads oWo ’
%0 Recent Places
. . Component Computer " Data Sources Event Viewer iSCSt Initistor Local Security Performance Print
4 Libraries i Management (ODBC) Policy Monitor Management
[% Documents & "
— / 2
o Music — = l - . |
= Pictures - L _+__ _\’
B videos . - Y 4 A #:
r System Task Scheduler  Windows Firewall Windows Windows
- Computer Confi: d with Advanced Memory PowerShell
&L Local Disk (C:) Security Diagnostic Modules
s controlsgeneral§ (4
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4) Start Services

(IPsec Policy Agent and IKE and AuthlP IPSec keying modules)

a. IPsec Policy Agent

&1 Servic

File Action View Help

R EEEEN IO

SOC

SAIA BURGESS CONTROLS

£k, Services (Local) " Services (Local)

IPsec Policy Agent

Stop the service
Restart the service

Description:

Internet Protocol security (Psec)
supports network-level peer
authentication, data erigin
authentication, data integrity, data
confidentiality (encryption), and
replay protection. This service
enforces Psec policies created
through the P Security Policies snap-
in or the command-line tool "netsh
ipsec”. If you stop this service, you
may experience network connectivity
issues if your policy requires that
connections use Psec. Alsoremote
management of Windows Firewall is
not available when this service is
stopped.

Name = Description Status
I’JqIPsecPolicyAgent Internet Protocol security (IPsec) supports k-level peer authentication, data origin , d...  Started
IPsec Policy Agent Properties (Local Computer) S |-
General | Log On | Recovery | Dependencies |
Service name: Po Age: ) Started
Display name:  IPsec Policy Agent kp.. Started
Ir r fnul...
Description: Intemet Protocol security (IPsec) supports network- "
[l - Jevel peer authentication, data origin authentication, _ t:m
i ion...
|| | Pathto executable: -
C:\Windows'\system32\svchost .exe « Network Service Network Restricted <o
| s ne... Started
. : etw... Started
f I Statup type: [Mwm '] I i, Started
1 pp.. Started
Help me confiqure service startup options. e
| lyon... Started
L
Service status:  Stated sck
L
| Start Pause Resume
||
You can specify the start parameters that apply when you start the service
|| from here.
||
[l B
[ ok ][ cance App
= = —— e |
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b.

IKE and AuthlP IPSec keying modules:

SOC

SAIA BURGESS CONTROLS

il N
IKE and AuthIP IPsec Keying Modules Properties (Local Computer) (BRESS

General | Log On | Recovery | Dependencies |

Service name: IKEEXT
Display name: |[KE and AuthIP IPsec Keying Modules

Dezcrigtion: ’The [KEEXT service hosts the Intemet Key -

Exchange {IKE) and Autherticated Intemet Protocol  _

Path to executable:
C '\ Windows'system 32 svchost exe 4 netsvcs

i Startup type: Automatic hi

Help me corfigure service stattup options.

Service status:  Started

i Start Pause Resume

fou can specify the start parameters that apply when you start the service
from here.

Start parameters:

| [ OK ] [ Cancel Apply
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4 EuroGard Service Router 2

The router should always be configured starting with the settings for the local network (LAN)
and ending with those for the VPN server. The reason for this is that parameters of the local
configuration and system time are used when generating the server certificate in the router.

Spannungsversorgung
18-30V/6-18W —\

Betnebsleuchte —*\ \

Reset + letzter Wie
derherstellungspunkt
(mind. 3 Sec gedriickt
halten)

Reset und Versetzen
in den Auslieferungs- *2

zustand (mind. 3 Sek. Resel '@
gedrickt halten)

Status: blinken
VPN-initialisiert

Status: EIN

VPN Verbindung steht
Error: blinken
Intialisierung

Error: EIN

Fehler

E

Wide area network{WAN1)
Public Zone

Local Area Network (LAN)
Secure Zone

Antennenanschiuss
UMTS optional

Antennenanschiuss
WLAN optional

4 x digitale Eingdnge
24V potentialgetrennt
optional

evre

‘gard
TeleSanice

2 x digitale Ausgange
24V potentialgetrennt’
optional

Wide Area Network (WAN) - Connection to router with public IP address
Local Area Network (LAN) - Connection to local network
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4.1 Opening the setup menu

The PC must be connected to the router’s LAN interface in order

to set up the Eurogard Service Router V2. The router includes an active DHCP server
with delivery. Configuring the Eurogard Service Router V2 with a factory configuration
in an Ethernet infrastructure with an existing DHCP server should therefore

be avoided.

Recommendation:
Disconnect your PC from all existing network connections.
Connect your PC to the router directly.

By default, the factory-set IP address of the router is configured to “192.168.155.1". The
router’'s DHCP server provides the connected PC with an address in the DHCP server’'s
address space.

The router is configured in a browser.
To load the configuration interface in the browser, the router’s IP address must be entered in
the browser.

The Eurogard Service Router V2 is delivered with the factory-set user name “eurogard” and
password “eurogard”. You can also find user names and passwords in the router manual.

2 Waiting for werk2.ped-dem...

~

Adminlogin

Host name: werk2

e u r o Se rVI ce Ro ute r System Time: 24.07.2013 16:34
Uptime: 12 days

' Load: 0.74, 0.55, 0.59
Softwareversion: 4.3.1
Language: !_I?n_g__llsh_ hd

About [ Windows Security i

The server werk? ped-demo.com at admin requires a username and
password.,

Eurogard GmbH
Kaiserstr. 100
D-52134 Herzogenrath
Germany

| | username |
| P

assword |

Remember my credentials

OK | Cancel |

L@

Tel.: +49(0) 24 07-9516-0
Fax: + 49 (0) 24 07 - 95 16 - 23

E-Mail: info@eurogard.de
Web: www.eurogard.de
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4.2 Configuring the LAN port (Local Area Network)

Open the router configuration and set the basic settings for the local network: Use the
addresses in the address space of your existing applications or define a new address space
for a new system. At a minimum, the host name, domain name and location should be
changed. This is because these entries are later used in generating the server certificate.
The domain name is later entered in this certificate as the connection name to the VPN
server.

Router Configuration —>

Lo o
= Host n: k2
FEia ] ServiceRouter orstom T’
n P I,
«Router Configuration»  Basic Settings/LAN Softwareversion: 4.3.1
Language: |English v
Devices Web Access/WAN Router Configuration —> Basic Settings/LAN
Messaging Time Basic Settings/LAN
= «Router Configuration»
stem settings
Status-Logs dDNS Devices = g
- " Host name
i Messaging werk2
Backup Maintenance Certificates
Status-Logs Domain name [pcddemocom
OpenVPN
Backup Maintenance 1P address in plant network (192 168 155.1
Accounts
Ntk 266.256.265.0
WLAN Router is DHCP server for plant network enabled v
DHCP pool start 192.168.155. [ 100
ez DHCP pool end 192.168.155.| 120
Firewall DHCP-range VPN start 192.168.155.| 130
DHCP-range VPN end 192.168.155. 140
Routing OpenVPN mode on °
HTTPS port of webinterface (default:443) 443
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4.3 Configuring the WAN port (Wide Area Network)
The Eurogard Service Router V2 allows 4 different WAN ports to be configured.

Ethernet |E|
DSL/PPPoE

Wi-Fi

UMTS

1) Ethernet >
This configuration allows the router to be operated behind an existing router. In doing
so, the existing router provides the connection to the ISP.
2) DSL/PPPoE - (an external ADSL/VDSL modem is required)
this configuration enables the router to be directly connected to an ADSL/VDSL
modem. The ISP’s configuration parameters are needed for this type of connection.
3) UMTS >
This configuration allows use of the integrated UMTS modem to establish a
connection to an ISP. The ISP’s configuration parameters are needed for this type of
connection.
Please note: In this configuration (UMTS), the router can only be operated as a VPN
client.

4.3.1 WAN over Ethernet

If you are using an internet connection that already exists.

DHCP: The IP address of the device is acquired from the DHCP server at the WAN interface.
Statically: The IP address is permanently defined.

Router Configuration —* |

Info Logout:Daniel

. q - H Host nal

- - c.wnn-i  PETERY ServiceRouter ystam i 24
«Router Configuration» | Basic Settings/LAN I2..:: ! ¥ Uuptime: 12 days
; Load: 0.20, 0.26, 0.39
([ il V2

Language: English

558 Time
Messaging Router Configuration — Web Access/WAN

Status-Logs dDNS Info

Certificates WAN configuration
«Router Configuration»

OpenVPN WAN configuration

Backup Maintenance

Accounts o WAN media Ethernet
WLAN

™
Status-Logs Configuration DHCP/dynamic v

Backup Maintenance MTU (leave empty for automatic setting)

Logs

Firewall

Routing

Ethamst [=] DHGP/dynamisch
DHCP/dynamisch
DSL/PPPoE statisch

WWi-Fi

UMTS e
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4.3.2 WAN over UMTS
If the router is equipped with an integrated UMTS modem, the UMTS modem can be used as
a WAN interface.

Please note that a connection via UMTS supports only VPN client functionalities. In doing so,
the router cannot be used as a VPN server.

The parameters required to dial in are provided by your ISP.

Logout:Daniel

] ServiceRouter cystom T e 0

Uptime: 12 days
d v2 Load: 0.20, 0.26, 0.39
Softwareversion: 4.3.1

Language: |English vi

Router Configuration —* Web Access/WAN

Info

WAN configuration

«Router Configuration»

WAN configuration

Devices
Messaging WAN media UMTS v
Status-Logs APN W
Backup Maintenance PIN [
Username any
Password oee
data counter off v|
Enable log-file disabled vi
L savo | @
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4.4 Time configuration
Before the certificate is generated, the time of the router must be checked and, if necessary,
the time server activated or the time manually set.

Router Configuration —»

Logout:Daniel
Host name: werk2

a1 ServiceRouter oysem e e

Info

<Router Configuration»| | Uptime: 12 days

V2 Load: 0.70, 0.62, 0.58
Devices H Softwareversion: 4.3.1
Language: English »

Messaging = e — r =
Router Configuration — Time

Status-Logs

Time

Backup Maintenance Certificates L

«Router Configuration»
OpenVPN Current time: 17:34:20 Wed 24 Jul 2013 CEST
Devices

Accounts Time configuration
Messaging
WLAN

o Ty Time source (TP v]
Firewall Backup Maintenance Time zone [ Europe/Berlin v|
Routing
Serve address Action

0.pool.ntp.org | ¥ del

1.pool.ntp.org ® del

2.pool.ntp.org [% del

3.pool.ntp.org ® del

 |4ad e

L__save |

4.5 Generate server certificate

To generate the server certificate, the information provided in the steps above are also used
as additional parameters, which you need to add on the page “Certificate”. It is therefore
important that the above steps are completed before generating the certificate.

Router Configuration —» | |
FYT4. ] ServiceRouter :

‘ Info

«Router Configuration»] Basic Settings/LAN

Devices Web Access/WAN

Messaging Time

Status-Logs dDNS Certificates

- ¢ P Certificates
Backup Maintenance Certificate content

OpenVPN
Country domain name CH

Accounts
State FR

WLAN

. Backup Maintenance Locality Murten

0gs

S Organization Saia Burgess Controls AG

Routing Section TPM
Info email daniel schossmaier@saia-
Validity in days 9125
Include WAN 1P disabled v
Include LAN 1P enabled e

New certificates generale
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4.6 Activating the openVPN server

4.6.1 VPN mode server
The server must be activated in order to activate the VPN functionality. In addition, the IP
address range within which the VPN client will receive an IP address from the VPN client

should be defined.
—

(1G]

= et
S
VPN-Server

V-

Please note:
An IP address should not be statically configured in the range of the VPN client IP
addresses.

Router Configuration —»

Ciid] ServiceRouter ey et
[ ardipl o

Info

English

«Router Configuration»| Basic Settings/LAN

Devices Web Access/WAN
. OpenVPN
Messaqing Time
Basic OpenVPN-settings
Status-Logs dDNS
; VPN-Mode | Senver .
- Certificates
Backup - First IP-address of DHCP-range for VPN~ e
5 clients.
OpenVPN
Accounts
VPN transport protocol uDeP v
WLAN Port 1194
Logs Enable dlient to client connections on v}
Firewall Limit paket size to 1400 Byte v
i Enable log-file
Routing og-f on v
Log-verbosity [ ~
Maximum log size [1omiB v

Time interval for keep-alive pakets in

seconds &0

Restart VPN-connection after loss of how

many keep-alive pakets (min. 2) 4

Cryptoalgorithm Standard v2-Router v

Translate network (usualy not needed)

In most cases, the default values do not need to be changed.
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4.6.2 Create accesses

Create a new access. Every client requires access and the certificate associated with it. In
doing so, the “group” (see figure below) represents what rights that access has. The group
“user” has no rights to change the router configuration. However, it can connect as a VPN
client or via the SSL proxy server. “Admin”, on the other hand, can authorize access to
modify the router configuration.

= New access (entry of user name, group and password)
=> New certificate - Create client certificate.
= Download of certificate required for access.

Router Configuration —» |
T 4] ServiceRouter
; (g ard}'p]
«Router Configurationy  Basic Settings/LAN Sl
. i i Routor Confipuration — Accouns
Accounts
Messaging Time
Show [0 ] entries. Search
: dDNS
°gs
e e Action
Backup Maintenance Certificates Adem agmin el oownicaa| [~ Crange passwera| [ %
Openvet Danied admin i comeicac] [+ Crange passaces
T ] (e
Accounts user i Sownicad Change pansacnd
WLAN Support2 user lied cownicas] |~ Crangs passwen
Testd user el downicad| |~ Change passwond | | X Delele account| | == new user certficale
Logs wena user il cowedca] [ Change passwers| [ X Detee accourt| [ = new weer certrcae
Showing 1t 7 of 7 entries
Firewall
o s (]
Routing
Account name Realm Password Retype password
= “l lamsameereee fervansaneaed] +] [sam
Show [10_ v entries Search: |
Account- Plant Online
Certificate Action
Name network status
) . valid until Jun 27 N [ % [ ==
Admin admin 08:57:29 2038 GMT offline _H download| |~ Change password | | % Delete account| | = new user certificate |
valid until Jun 27 ,. I 1 [= 17 1 2= ]
Daniel admin 08:57:23 2038 GMT offline _H download| |~ Change password | | X Delete account) | 5% new user certificate
i valid until Jun 29 T 1| r =
Client2 user 08:25:48 2038 GMT offline | kel download| |~ Change password | | % Delete account| | = new user certificate |
Suppert user e :.":.“) o“:: ‘);‘I offline (i download| [, Change password] [ Delete account] [ =2 new user certinicate]

valid until Jul 2 i 1 r - =
Support2 user 13:25:30 2038 GMT offline \H download| |, Change password | | X Delete account) | =% new user certificate |

valid until Jul 2

1 [ 110 e 1 10 o ]
Test3 user 15:09:07 2038 GMT offline |kl cownload| |~ Change password | | % Delete account| | =% new user certificate
valid until Jun 27 ~ 1 M % i 10 1
Werk2 user 12:09:55 2038 GMT offline _Inlcownloau_ »~ Change password | | X Delete account) | = new user certificate
User user does not exist offline kel download | |, Change password| [ Delete account| [[° new user certinicate| I
Showing 1 to 8 of 8 entries - F

h

until Jul 18 ™™ r Sa 1

‘ User user 15:48:55 2038 GMT offline |kl downioad| |~ Change password| | % Delete acmunl_l_ new user certificate | |
valid until Jul 18 P ' . 1T 1 [Ga ]
‘ User user 15:48:55 2038 GMT offline =l download ]| .~ Change password| | % Delete account| | <% new user certificate

I Do you want to open or save User@werk2.ped-demo.comupn.tar (100 KE) from werk2.ped-dema.com? Open Save v | Cancel

Please note:
When creating a new server certificate, all client certificates must be also be regenerated.
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5 EuroGard Service Router 2 VPN Client
The EuroGard Service Router can also be used as a VPN client:

VPN-Server
L

Miczosolt

TYS

|
g @

&.__

VPN-Client

L By |

—— T — 4
T=1 N _

1) A EuroGard router is likewise employed as the VPN server. Configuring OpenVPN
access as a client:

Router Configuration —

- S PYT4.] ServiceRouter
«Router Configuration=| Basic Settings/LAN Lg'\\ur d v2
Devices Web Access/WAN
T cuter Configuration —» OpenVPN
dDNS " OpenVPN
Backup Maintenance  [RSRIEEE Basic OpenVPN-settings
OpenVPN VPN-Mode o
L) Backup Maintenance [ save |
Logs
Firewall
Routing

2) Load the certificate generated by the server when creating the accesses. This
certificate contains all keys and information for establishing the connection to the
VPN server.
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OpenVPN

Basic OpenVPN-settings

VPN-Mode [ Client wi & Choose File to Upload
- ) G e » VPN v | 44| [ Search ven I
Enable log-file on - 1S
: Organize v New folder = - [0 ©
Log-verbosity 5 v .
I { Favorites
Maximum log size ] LD
9 10MiB hd| 8 Downloads
=, Recent Places
Use HTTP-proxy
i User@werk2.pod
o4 Libreries demo.comavpn
¢ Documents
Duration of Dest =
Status  Account = Server certificate Protocol " o' Music
i) Pictures
B videes

Showing 0 to 0 of 0 entries

B Coamnater
upload new configuration fiIE' m I File name: User@werk2.pcd-demo.comypn ~ _.\lll Files (*.7) —:
Cancel
L savo ] '
—_—

3) The VPN server is entered in the table. Activate access in the list.

Duration Destination Packet
Status  Account Server of Protocol rt size Cryptoalgorithm Action
certificate B limit
_ Jul1s - & Delete account
enabled User :’e"‘z'p“ 15:48:55  udp 1194 1400 Eta“da”’ o -
emo.Com  5oog o outer | =% Use account
Showing 1 to 1 of 1 entries -l »

4) When the VPN tunnel has been successfully created, the current status is displayed
under Status Logs > Network (CONNECTED)

—
VPN-Status
- . SVStem Parameter
figuration
WPMN-Modus: client
SIS MEE Port: 1194
LeEaEen Server: werk2, pocd-demao.caom
network Protakall: udp
PaketgroBenlimit: 1400
Logs
Kryptoalgorithmus: Kompatibilitatsmodus fir v1-Router
Firewall
ibertragene Daten:
dDNS durch YPM-Tunnel empfangen: 898 Byte
durch Y¥PM-Tunnel gesendet: 660 Byte
Diagnosis Rohdaten empfangen: 7 KiByte
Rohdaten gesendet: 6 KiByte
Routing Letzte 3 Statusmeldungen:
Thu Jun 13 07:50:09 2013 GET_COMFIG
Thu Jun 13 07:50:11 2013 ASSIGH_IP
Thu Jun 13 07:50:11 2013 COMMECTED
Werbunden mit: 92,104,90.64
Zugewiesene YPN-IP: 192,168.155.131
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5.1 EurogardSRConnect client software
The client software is needed to establish an openVPN connection with the server of the
Eurogard router. Administrative rights are required for installing the openVPN client.

The EuroGardSRConnect software is available on the EuroGard homepage
http://www.eurogard.de
Software tool EuroGardSRConnect

14) Add a new router:

@ EurogardSRConnect - Yersion: 2.0.0.6 - [Startfenster] o[]S

weitere Datenbanken nach $ML exportieren  Berutzervernaliung

Erreichbare Werbindungslog
Teinehme: anzsigen
I | IDnr | Bezeichnung | Kemmentar | OperiPN_Port | 55L_Port | 150_Tsap_Pot | Zeitpratokel | Admin_Option

Filter: | Bezeichnung fitem Filer entfemen

9 warkend

15) Load the user certificate generated by the router in the application. This certificate
contains all key and information.

Show connection
Log

] Please sel [ J
[ Please select a OpenPVN tar file =

—~ 1
| « Users b regis » Desktop » VPN + [ 44| [ Search ven | |
@uv\, ers b regi esktop [43] [ searc » =
= ——
Orgenize v New folder =~ 0 @ | Show Tima protoco i
sk Favosites Mame Date modified Type
B Desktop B User@werk2.pcd-demo.com.vpn 24.07.2013 17:57 WinRAR
‘ D load

] Recent Pl pron
] Recent Places
annesct ta the ServiceRouter)

i

4 Libraries
[ Documents
& Music m
[ Pictures
BB videos

SSHFot 22

/8 Computer
&, Local Disk (C))

g% controlsgenerals ~ < [ . I N
File name: + | OpenVPN Tarfile (*.tar) - i
9 waiting
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16) Save the user certificate. After saving, you will see the connection parameters in the

lower window. In most cases, the parameters do not need to be modified.

[[] EurogardSRConnect - Version: 2.00.6 - [conhiguration detai
(-] Eurog

e ] s
Show comnection
Log
Name Vierk 2
OpenVPN tar file C:\lsers'regis\Desktop VP \User@werk? pod-demo com vpn tar
Load

[ activate tirfe protocal Show Time protoco

commentary

[ use adminstrator rights forfhis connection
Information abot the connectivity of the Router ( will not § used to connect to the ServiceRouter)

OpenVPN Port 1194 SSLPot 443 SSHPot 22

contert of the OpenVPN Corfigfie  [[FTemore werte pea cemo.com =
cliert il
proto udp
port 1194
nobind

Soper aES 12380 i
ns-cetdype server £
compzo
explicit-extnotify
fragment 1400
pul u
ca weric2 ped-demo.com ca.ct
cert User@werk2 pcd-demo com ot ~|

“ waiting

[ =

17) Connect to the VPN server

Thu Ju 25 07:17:33 2013 OpenVPN 2.3.1 1686-w64-mingw32 [SSL DpenSSL)| [LZ0] [PKCS11] feurephia] [IPvE] buik cn Mar 28
2013
Thu Jul 25 07:17:33 2013 NOTE: OpenVFPN 2.1 requires '-script-securtty 2 or higher to call user-defined scripts or executables

©a Weri2 pod-0emo. Com £, c
cert User@werk2 ped-dema com crt

x

-
- | ) Sig sind zum ServiceRouter verbunden und kénnen nun zur Programmiersoftware wechseln,
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18) The PC is now a member of the remote network. Access to devices is now possible
with all applications that support Ethernet.
=> Browser

= PG5
_j/,.‘"!start x W

C | [} 192.168.1.50/start.htm

. . 37:53:09
B Monitoring 25,6,2013

re-y Todav ¢ UserPasswordDialog_¥01 [Devicel] -Saia PG5® Project Man
|I 0.00kWh = gle Edt vew Poject Device Onine Toos Help
D@ & S =Eh

g Week R COFE R

Wl 0.00kWh s

Project 'UserPasswordDialog_V01' : 2 Devices

— % Properties
.I 0 'ggﬂwh : SE TCPJIP Settings Table
. [#-(_] Common Files
| % Library Manager
S == pevicel - PCD7.D457¥T5F - 168.152.35.23, 5-Bus Stn 0
Year I Properties
II 0.03kWh Uy Online Settings - SOCKET: TCP{IP, 192.168.1.50, Stn Auto
| l.'.@ Device Configurator
EI Build Options
I o :_:] Program Files
4 K v - (] Listing Files
| . ‘ I N b #-[_] Documentation Files
"_l @ @ Device2 - PCD3.MS540 - 192.168.1.2, 5-Bus 5tn 0
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5.2 10S and Android systems

If two routers are used in the client/server operation, it is possible for I0OS and Android
systems to be wirelessly connected to the network of the EuroGard Service Router 2.
To do this, the router to which the systems are to be connected must be equipped
with a W-LAN option.

The EuroGard Client Router can be connected to the server by either a cable or
UMTS connection.

&
> o
VPN-Client
|y -

VPN-Server
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6 Net Module VPN Router NB 1600 and 1600-U
Configuring of NB 1600 or NB 1600-U as openVPN-server in Modus TUN.

Wide Area Network(WAN)
PublicZone

Local Area Network (LAN)
Secure Zone

Erherney 2

Wide Area Network (WAN) - Connection to router with public IP-address
Local Area Network (LAN) - Connection to local network
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6.1 Specifications

Net Module NB 1600

Net Module NB 1600-U

Order data NB 1600 NB 1600-U

Additional http://www.netmodule.de/prod | http://www.netmodule.de/products/indu

information ucts/industrial-routers/wireline- | strial-routers/mobile-router.html
router.html

Application/ Industrial Industrial

Type

Top-hat rail Yes Yes

installation

Electrical supply

24V DC (-15% +20%)

24V DC (-15% +20%)

VPN Features

Number of WAN | 1; LAN 2; LAN, UMTS
interfaces

Integrated No No
ADSL/VDSL

modem

VPN PPTP Yes Yes

VPN No No
L2TP/IPSec

openVPN Yes Yes

No. VPN Clients | 10 10

Windows Client

Yes openVPN

Yes openVPN

IOS Client

Yes openVPN

Yes openVPN

Android Client

Yes openVPN

Yes openVPN

Extensions

3G / 4G Modem

No

3G (UMTS 7.2 Mbps)
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6.2 Opening the setup menu
In order to set up the Net Module router, the PC must be connected with a LAN-interface of
the router. The router is delivered with an activated DHCP-server. Therefore, it should be
avoided to configure the Net Module router with its factory configuration in an Ethernet
infrastructure with an existing DHCP-server.

Recommendation:
Disconnect your PC from all existing network connections.
Connect your PC directly to the router.

By default, the IP address of the router is configured to “192.168.1.1". The router's DHCP-
server provides the connected PC with an address in the DHCP-server’s address range
(usually “192.168.1.10” for the first device).

The router is configured in a browser.
In order to load the configuration interface in the browser, the router’s IP address must be
entered in the browser.

When connected for the first time, the router opens a configuration wizard where the user
has to set the user name as well as password.

Mc';!iﬁg €§ !

NB1600 Login
Flease provide usemame and password to log in
Usemarme |
Passward: |

Login |
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6.3 Configuration of WAN and LAN ports (Wide Area Network)
Configuring the LAN1 interface as a WAN interface. The IP-address of the WAN interface is
provided by the previously-placed router or can be assigned statically in the region outside of
the previous DHCP-server.

]
net 3253
Module

AN 3 | LAN1 |
Link Managemernt
Settings
Supervision IP Settings LAN1
Ethernet Maode: 0 LAN
Port Settings 4 & WA

IP Settings
WiAN Mode: & DHCP client
usB ( 5] oostaticip
" PPPoE

Serial Port
Digital 'O
ML I
(=

The LAN2 interface is used for the automation network and should receive an IP-address in
the IP range of this network. In the following example, the automation network is located in
the IP-address range 192.168.155.0/24.

LANZ

IP Settings LAN2
Mode: 2 @ LAN
T WAN

Static Configuration

IP address: ( 3 :|192_158.155.‘12

Subnet mask [255.255.255.0

IP address: |

Subnet mask: |

(4 [
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As soon as the DHCP-client is activated for the WAN interface, the IP-address received from
the DHCP-server can be checked in the HOME menu.

| LANT |

Connection Details LAN1

Description _ Value

Administrative state enahled

Cperational state up

Link is up since 2013-09-30 07:09:30
IF address 192.168.0.149
Gateway 192.168.01

Transfer rate down fup T.3T7 kBytels 1179 KBytels

B7EB13MBIGAT ME  Reset |

Data downloaded fuploaded since 2013-04-12 04:53:33

6.4 Time configuration

The time configuration of the router must be checked before creating the certificates. You
can set the time manually or activate the time synchronization.

- For the time synchronization is an internet connection necessary.

nets’s’
Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES| SYSTEM |LOGOUT !

" _/|System Time
System

Settings
2 | Time & Region |
System Information

Current system time:

|2013-DQ-30 08:16:27 Settime |

Restart

Time Synchronisation

Authentication NTP server: ID.pooI.ntp.org
Authentication
User Accounts MTP server 2 (optional): |1 ‘noolntp.org
Remote Authertication

Software Update Time zone
Manual Software Update )
Automatic Software Updste Tirne zone:

Configuration
Manual File Configuration
Automatic File Configuration
Factory Configuration

Davlight saving changes:

Apply | Sync |

| UTC+01:00 Amsterdam, Betlin, Bern, Rome, Stockholm j

v
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6.5 Create server certificates
The server certificates are required in order to create an openVPN user. The information
stored in the router, such as host name and e-mail addresses etc., are used for the
certificate.

net <5
Module HOME INTERFACES ROUTING FIREWALL VPN SERVICES | SYSTEM] LOGOUT !

Systern Root CA OpenyPh1

Settings
Titne & Region Root CA
System Infarmatian Root CA cetificate: mmissing
Restart
Root CA key: missing

Authentication
Authentication

Uszer Accounts — Processing...
Remate Authentication ( 3 : MI

The device is processing a keyicertificate regquest, please stand by,

Software Update
Manual Software Updste
Automatic Software Updste

Step 1: Initializing certificate database
Step 2: Generating randam bits
Step 3: Generating Diffie-Hellmann parameter file

Configuration
Wanual File Configuration Root CA
Automatic File Configuration Root CA certificate: view
Factory Configuration
Foot CA key: i
Troubleshooting

Metwork Debugging
System Debugging
Tech Support

2 }(eys & Certificates I

After creating the server certificate a certificate for the openVPN tunnel must be created.

Module% HOME INTERFACES ROUTING FIREWALL VPN SERVICES |SYSTEM| LOGOUT [!

oo

Systermn
Settings
Time & Region OpenVPN1
System Information Tunnell is running in serer mode with cerificates (configure)
Restart
suthentication {* generate kevsicedificates .
Authertication {~ upload pre-generated kevsfcedificates
Uszer Accounts
Remote Authertication . o
Server cedificate: missing
Software Update Frivate key: missing
Manual Software Updste
Automatic Software Update CA root cerificate: missing

Configuration

" | File Confiourati Processing...
anual File Configuration
4 Create The device is processing a keyicertificate request, please stand by.

Automatic File Configurstion
Factory Configuration

Trouhleshooting
Metwork Debugging
System Debugging

Tech Support Server certificate: Wiew
2 ‘] Keys & Certificates I Frivate key: Wie
CAroot cerificate: Wiewy
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6.6 Enabling the openVPN server

net E@
Module
penVPN
Aclministration ]

Tunnel Configuration
Client Management

HOME INTERFACES

Open¥PN Administration

Restart on link change:

o Restart |

IFsec
Adminiztration
Tunnel Configuration

PPTP
Adminiztration Open¥PN Tunnel Status
Tunnel Configuration
Tunnel 1:
Tunnel 2:
Tunnel 3:
Tunnel 4:

ROUTING FIREWALL SERVICES SYSTEM LOGOUT |[!

QpenyPM administrative status e (v enabled
¢ disahled

I

Serveris running
disahled
disahled
disahled

In order to sign in a client, the tunnel must be configured. The Net Module router allows you
to configure a VPN-server tunnel or 4-client tunnels.

Enable the tunnel as a server.

If mobile devices with an Android or I-OS system must log in to the openVPN server, the

TUN mode (routing) must be activated.

H
net €E§
Module

HOME
3

INTERFACES ROUTING FIREWALL

SERVICES SYSTEM LOGOUT |[!

OpenVPN m Tunnel 3 Tunnel 4
2 Tunnel Configuration Open¥PN Tunnel 1 Configuration
FrAdEme COperation mode: ¢ disahled
IPsec jeh & standard
Administration  expent

Tunnel Configuration

PRTF Server port:
Adminiztration
Tunnel Configuration Type:

Metwark mode:

Cipher:

Use comprassion:
Usze keepalive:
Redirect gateway:

Frotocal:

Authentication:

o Erase |
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6.7 Creating a client access
A client is created by activating the checkbox. It is recommended to give the client a name.

Module% HOME INTERFACES ROUTING FIREWALLVPN SERVICES SYSTEM LOGOUT |[!

Adminiztration .
Tunnel Configurstion Client Management
2 Cliert hanagement Enabled Client Connection info
IPsec 31~ IDanieI
Adminiztration

Tunnel Configuration

1

[eienz
feienz
[ciens
[ciens
[ciens
feienr
[eiens
[ciens
[cieria

FFTF
Adminiztration
Tunnel Configuration

B e e e N R R

Apply | Refresh

You don’t need to change the tunnel address as well as client network address with the
current tunnel settings.

Module% HOME INTERFACES ROUTING FIREWALL| VPN |SERVICES SYSTEM LOGOUT [!

Clients Networking Routes Download

OpenVPN
Adminiztration . .
Tunnel Conficuration Client Networking
2 | Cliert Managemert This menu can be used to configure a fixed tunnel endpoint address for each client.
You may alzo specify a network, whose packets should get routed towards the client.
IPsec
Acdministration )
Tunnel Configuration Select client: IDanFeIVI
PRTP
Adminiztration Tunnel address: {* dynamic
Tunnel Configuration o fived

Client network: {* none " specify

(Dl
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In order to know the networks behind the VPN tunnel, the routs must be defined. You have to
enter the net-address of the automation network here.

et 37
Module HOME

OpenVPN Clients Metwarking
Aclministration
Tunne Configuration Client Routes
2 Cliert Managemert

INTERFACES ROUTING FIREWALL| VPN |SERVICES SYSTEM

LoGgouT 1!

Download

This list of network routes will be pushed to each client, so that matching packets will be routed hack to the server.

IPgec Network Netmask
Acministration
Tunne Configuration @ [t9z.168.155.0 [255.255.255.0
PPTP fraz.168.0.0 [z55.255.255.0
Acdministration
Tunne Configuration I I
Enahle routing hetween clients: Ird

G

The configuration files for the client can be downloaded from the router. Make sure that the
server address is correctly written and accessible.

[
net 3%3
Module

HOME INTERFACES ROUTING FIREWALL | VPN

SERVICES SYSTEM

LoGgouT !

OpenVPN Clignts
Adminiztration
Tunnel Configuration
2 [ Cient Wanagemert Download Open¥PN Client
IFsec \Ii\if:]nuc)l{ows
Adminiztration

Tunnel Configuration

Download Expert Mode Files( 4
PRTP

Aclministration Server addressthostnarme: I I”S 53186183
Tunnel Configuration —

©
6 ) g openvpn-clients.zip b
( | |
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7 Windows openVPN client for Net Module router

7.1 Installation
Install the application openVPN 2.2.2 (http://www.netmodule.com/download/openvpn-
client/windows). You need administration rights for the installation.

7.2 Unpacking the configuration package
Unpack the configuration package downloaded from the router and copy the content in the
config folder, which you will find in the installation path of the openVPN client ,,C:\Program
Files\OpenVPN\config“.

Daftel Befehle Extras Favoriten Onptionen Hife £ Entpacken: Zielverzeichnis und Optionen 2%
| = =
I NW o By o) By lee
|| Hinzufogen Entp. nach Testen Anzeigen Ldschen Suchen  Assistent Ziehverzeichnis (wird erstelt, falls es nicht existiert) Anzeigen
|| [ rwrclierte. 501181600 - 21 Arch, ungepacite Grifi 8.737 Bytes = | [ cHiDocuments and SettingslymmareiDesiaon x] tieues yerzeichris |
kS I I  Upd. o E,-Fm
% Datelen entpacken und ersetzen
BT I " Dakelen entpacken und emeyem
11k eidstior e Dokl sk
| 3|

ik

Ia--n!.ommarkws.mmsmma ﬁ.-wuts.mmmm# 4 = —

 Ohne Bestatigung
" Vorhandene Dateien Gberspringen
" Automatisch umbenennen

[T | Archive in Linkeryerssichnisss ertoacken
[~ Defekte Dateien behaken
[~ Datelen im Explorer anzeigen

Einstellungen speichern |
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& C:Documents and Settings' ymware’,Desktop’ Daniel - |EI|5|
File Edit View Favorites Tools  Help | 11’
- - €Y - ] S
\_) Back \_) l'ﬂ: 7 Search i Folders
Address I@ Ci\Documents and Settingstvrmware\Deskkoph Daniel j Go
| Size | Type | Date Madified |
File and Folder Tasks S 2KE Security Certificate 30,09,2013 09:52
1KE COMF File 30,09.2013 0952

_:y Move the selected items
[ Copy the selected iems

@ Publish the selected
iters ko the Web

7] E-mail the selected
items

3¢ Delete the selected

items j

4 KB Security Certificate 30.09,.2013 09:52
1 kB Registration Entries 30,09,2013 0952
1 KE  OpenyPR Config File 30.09,.2013 09:52
4KE Personal Informatio,..  30,09,2013 0952
1KE Privacy Enhanced Mail  30.09,2013 09:52

& C: Program Files',0pen¥PNi, confighDaniel i ]
File Edit \iew Favorites Tools  Help ‘ -:,’
- Y - ] -
e Back \_/l l'ﬂ: 7 Search i Falders
Address I[h Ci\Program Files\OpenyPHconfiglDaniz! j Go
~ | Mame = | Size | Type | Date Maodified
File and Folder Tasks £ —
) Wake a new Folder =
@ Publish this folder ko the | 2
web ]
k! Share this Folder
£

Other Places ES LI

7.3 Establishing a connection
Starting the openVPN client. The openVPN client is displayed with a small icon in the status
bar of the operating system. Connect to the openVPN server.

i euspauTT

»
Google Chrome
iTunes

SIMATIC
(B pasvz.1.z00
@ Set Program Access and Defaulks

B0 Windows Catalog
% windows Update

#Ca
Jawa

& Programs 3 ¥

L_b Documents 3

G’ Settings L4 =L

IJ Search 3 Status

©) Help and Suppart Log Infarmation

= Run... Konfiguration anpassen
Passwort dndern

2] Log OFF viware. .,

[E] Turn OfF Computer... Einstellungen. ..

|

Beenden
E ME1600 Web Manager - ... | ) C:\Documents and Settin.. . | I C:\Dacuments and Se -—EEF(Q y @ @ 10:02
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Aktueler Status: Yerbunden

Mon Sep 30 10003 35 2013 Operd/PH 2.3.1 B55-wB4-mingw32 [S5L [DpenSS5L)] [LZ0] [FKCS11] [ewephia] [Pv6] bult on Mar 28 2013
Mon Sep 30 10:03 38 2013 MANAGEMENT: TCP Socket hsterang on [4F_INET127.0.0.1:25340

Men Sep 30 10:03:38 2013 Meed hold release from management interface, waiting

Mon Sep 30 10:03:39 2013 MANAGEMENT: Clant connected from [4F_INET]127.0.0.1: 25340

Mon Sep 20 10:03:38 2013 MANAGEMENT: CMD “state on®

Mon Sep 30 10:03 38 2013 MANAGEMENT: CMD Tog ol on'

Mon Sep 30 10:03:38 2013 MANAGEMENT: CMD hold off

Mon Sep 30 10:03 38 2013 MANAGEMENT: CMD hold release’

Mon Sep 30 10:03 38 201 3WARMING: Mo server cedificate vetiication method has been ensbled  See hitp://opervprn net/howto. hirBEmitm for more infio,
Mon Sep 30 10:03:38 2013 NOTE: the cusrent —-scnpt-security sefting may allow this configuiation to call user-defired scripts

Mon Sep 30 10:03:39 2013 Socket Bulfers: R={8192>8152) 5={3152:8152]

Mon Sep 30 10:03:39 2013 UDPv4 link locat [undef]

Mon Sep 30 10:03:39 2013 UDPv4 nk remote: [AF_INET]178.83.186,183:1194

Mon Sep 30 10:03:39 2013 MANAGEMENT: »STATE 1300528219 WAIT, .

Mon Sep 30 10:03:39 2013 MANAGEMENT: >STATE:1330528219.AUTH.

Mon Sep 30 10:03:39 2013 TLS: Initisl packet from [8F_INET]178.83.185.1831194, sid=30i5a516 cBe76] a8

Mon Sep 30 10:03:40 2013 VERIFY DK depth=1, C=CH, 5T=Switzerdand, L=Switzerland, O=NetModule. DU=Networking. CN=NE1600, i pp com
Mon Sep 30 10:03:40 2013 VERIFY OK: depth=0, C=CH, $T=Switzerand, O=NetModule, DU=NetModule, CH=NB1600

Mon Sep 30 10:03:41 2013 Data Channel Encrypt: Cipher BF-CBC inttialzed with 128 bit key

Mon Sep 30 10:03:41 2013 Data Charmel Encrypt: Using 160 bit message hash “SHA1" for HMALC authentication

Mon Sep 30 10:03:41 2013 Data Channel Deciypt: Ciphet ‘BF-CBC ntishzed with 128 bit key

Mon Sep 30 10:03:41 2013 Data Channel Decrypt: Using 160 bit message hash "SHAT' for HMAL authertication

Mon Sep 30 10:03:41 2013 Control Channel TLS1, cipher TLSv1 /5503 DHE-RSAAESZSE-5HA, 2048 bit RSA

Mon Sep 30 10:03:41 2013 [NB1600] Peer Corvwection Iniiated with [4F_INET]178.83186.183:1194

Mon Sep 30 10:03:42 2013 MANAGEMENT: >STATE: 1380526222 GET_CONFIG...

Mon Sep 30 10:03:44 2013 SENT CONTROL [NET1E00} 'PUSH_REQUES T [status=1]

Mon Sep 30 10:03:44 2013 PUSH: Received control message: PUSH_REPLY route 132 168 155.0 255.255.255. 0Lroute 192.168.0.0 255.255.255. Diowte-gateway 10.8.001 Fconfig 1008.0.2 255.255.255.0
Mon Sep 30 10:03:44 2013 OPTIONS IMPORT: -ifeonhig/up opticns modified

Mon Sep 30 10:03:44 2013 OPTIONS IMPORT: roube aotions modified

Mon Sep 30 10:03:44 2013 OPTIONS IMPORT: route-t
Mon Sep 30 10:03:44 2013 do_fconfig, i->ipyB=0, t>¢

Mon Sep 30 10.03:44 2013 MANAGEMENT >STATE:| - .
Mon Sep 30 10.03.44 2013 open_tun, 15ipv6=0 .

Mon Sep 30 10:03:44 2013 TAP-WIN32 device [Local _!/ Daniel ist nun verbunden. x
Mon Sep 30 10,0344 2013 TAP-Windows Diive Versa —
Mon Sep 30 10.03 44 2013 Notified TAPWindows diive

Mon Sep 30 10:03:44 2013 Successhul ARP Flush onin H .

Mon cep 20100343 2013 TeeT RoUTES 22 eoeee | 2UQEWIESENe IP: 10.8.0.2
Mon Sep 30 10,0343 2013 MANAGEMENT - >STATE-1

Mon Sep 30 10,0343 2013 CAWINDOWS veystem32in
Mon Sep 30 10.03:43 2013 Route addtion via IPAPI su
Mon Sep 30 10,0343 2013 CAWINDOWS vsystem32in

Mon Sep 30 10:03:49 2013 Rowte addition via IPAPI su
Mon Sep 30 10:03:49 2013 Iniiakzation Sequence Com DE [

"
lMonSeu 30100349 2013 MANAGEMENT: »STATE: _'B g @ 10- 03

Trermen | NeuVebinden | Miririecen |

The routs stored in the VPN-server will be activated.

Attention: The logged Windows user needs to have the rights to create routing information
bases.

.cmd.exe - ping 192.168.155.12 -t

Microsoft Windows RP [Uersion 5.1.26H081
CC» Copyright 1985-2001 Microsoft Covp.

C:“Documents and Settings“vmware>ping 192.168.155.12 —t

Pinging 192.168.155.12 with 32 bytes of data:s

Reply from 192_168.155.12: huyte=s=32 time=807m= TTL=64
Reply from 122.168.155.12: hytes=32 time=346mz TTL=64
Reply from 192.168.155.12: hytes=32 time=414msz TTL=64

8 Android openVPN client for Net Module Router

Download the application OpenVPN Connect or OpenVPN for Android via the Android Play
Store.

Connect the device, on which the configuration file downloaded from the router is stored, with
your PC.

Attention: The openVPN-server must be configured in TUN mode for Android client systems.
Copy the configuration files on the device in the register “config”.

Example: ,Computen\GT-19100\Phone\config*
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Start the application OpenVPN for Android and open the configuration file downloaded from
the PC.

& 10 AW 13:50

.\ OpenVPN for Android "\ Import configuration file

\.; @ Profiles  Settings File Explorer

WNC_server  Screenshot Ouadris

Ux Trial M Wh

@ = bluetooth

WebOfC Dolphi ) . T, ~
ST ewser | No VPN profiles defined. i burstlylmageCache

o L & ch.amana.android.cputuner

I L]

7 f@,‘{( b

strongSwan  OpenVPN for  NCP VPN
Android Client (Trial)

W com.webofcam

& config

@ ! ! 8 & documents

FortiClient ~ WhatsApp
B external_sd

0 % | ) i log

OpenVPH SBC Micro i ITIF'E“E!
Connect Browser -

[a] Saving screenshot.. [aa] Saving screenshot...
"\ Import configuration file "\ Convert Config File ') OpenVPN for Android

. Importing config file from source
File Explorer file:/storage/sdcard0/config/
Daniel.ovpn
Your configuration had a few Daniel
configuration options that are not
../ mapped to Ul rations.
. These options were added as
¥ Daniel.conf custom configuration options. The
P Daniel.crt custom configuration is displayed
below:

Profiles Settings

P Daniel.key resolv-retry infinite

W Daniel.ovpn

B Daniel.p12 Done reading config file.
Wcacrt

W dh1024. Copied to clipboard Copied to clipboard

8.1 Establish a connection
Connect with the openVPN-server.

The operating system Android will ask you concerning the network configuration if you trust
the application. In order to establish a connection you have to approve the dialog box.

As soon as the establishment of the connection was successful, the key icon is displayed in
the status bar of Android.
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[as] Saving screenshot..

. OpenVPN for Android o ° A ® Murten
tempt > a VPN _ —-I 3 GH N ST Cloudy

connection. P ] BccuWeather.com

ation p

|l network traffic. Do
NOT accept unless you trust
the application. O i
run the r

software.
ChatON Camera Samsung Play Store

I trust this application.

Cancel

VPN Router Document 30-004; Edition ENO3 | .2014-02-20 64/67


http://www.saia-pcd.com/

Saia-Burgess Controls AG

AN
Bahnhofstrasse 18 | CH-3280 Murten | Switzerland S : ' ' A N 4

T +41 (0)26 672 72 72 | F +41 (0)26 672 74 99 | www.Ssaia-pcd.com SAIA BURGESS CONTROLS

9 |-OS openVPN client for Net Module Router
Install the application openVPN, which is available in the Apple App Store.

Install the application iTunes on your PC and connect the iPad with your PC.
Attention: The openVPN-server must be configured in TUN mode for I-OS client systems.

Open the iPad or I-OS device in iTunes

LA

¢ = G Mediathek

Jj Musik - Titel Alben Interpreten Genres Wiedergabelisten Radio Match D iPad & iTunes Store

- [ 1 =|E

Download the files, which were unpacked by the router, for the openVPN tunnle configuration

via the tab ,Apps* = OpenVPN in the application

[ s ]

Ubersicht Info | Apps Musik Filme v Fotos Auf diesem iPad

Apps

| Nach Artsortieren Z (a

k)

Nachrichten

& C:'Program Files',Dpen¥PN', config'Daniel

Fle Edt View Favorites Tools Hslp

Back ~ | ) - ) Sarch Folders -
Q-0 - 131/ |E

Addvess [[5) C:ipProgram FilesiopenvPHiconfigiDaniel

| |

File and Folder Tasks =~ #

A0
Daniel.avpn

(2 Make anew folder

ol Lo

Zeitungskiosk- +

& Publish this folder ta the
Web

YN i

7 share this folder

Other Places R

=) config <[4l

Einstellungen Safari

] Neue Apps automatisch installieren ‘Wihlen Sie Appszum Installieren auf Inrem iPad aus oder bewegen Siesie auf einen bestimmten

8ildschirm. Ord| App-Symbole und H hirme iber Bewegen neuan

Freigabe

Mit folgenden Apps kénnen Sie Dokumente zwischen dem iPad und diesem Computy

Apps Dokumente von ,OpenVPN":
Daniel.conf \ 8KB
4 OpenVPN Daniel.p12 G
— _ _€_€ Vel I-PAD.conf BKB
I-PAD.p12 BKB
| Hinzufiigen ... | Sichern unter ..
[l 57.43 GB frei | [ Synchronisieren
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Open the App OpenVPN. The downloaded openVPN-server configuration is detected
automatically and can be approved by clicking on add button.

L&dt nicht @}
OpenVPN

New profiles are available...

¥ 1new OpenVPN profile is available for import.

;; 178.83.186.183/Daniel
= Autologin profile

L "4
(f) OpenVPN Connect

o

- =
Profile wJ

178.83.186.183-2/IPAD@SR2.178.83.186.183.tun.vpn
=5 Autologin profile

>
Status E Disconnected

Connection ( | O

More from OpenVPN Technologies...

@ privatetunnel.com -- Your Secure and Private Path to the Internet

>
kf\’ OpenVPN Access Server -- VPN Solution for your Business

9.1 Establishing of a connection
Conne

ct with the OpenVPN-server by moving the roll bar.

Ladt nicht @}
OpenVPN
(g} OpenVPN Connect
Profile C:' 178.83.186.183fDaniel
2Z Autologin profile
Status =

Connecting

Qe
Connection -( ) -

Connection Details

Duration 0:00:01

Last packet received <1 second ago
Bytes In 48

Bytes Out 106
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If you see the status ,connected, then the VPN-tunnel is established.

= Lédt nicht [}

OpenVPN Telp |

(g) OpenVPN Connect

Profile C) 178.83.186.183/Daniel
=E Autologin profile

Status ; Connected ?

Connection q"'

Connection Details

Duration 0:00:08 Last packet received 1 second ago
Bytes In 3.88 KB Bytes Out  3.84 KB -
VPN IPv6 VPNIPv4 10.8.0.6

User Client IP

Server  178.83.186.183 Server IP  178.83.186.183

Port 1194 Protocol UDPv4

More from OpenVPN Technologies...

Q privatetunnel.com -- Your Secure and Private Path to the Internet >

ki} OpenVPN Access Server -- VPN Solution for your Business >
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