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1. Introduction

The aim of this test report is showing how it is possible to work with an ISDN router in
order to maintain VTWIN (PCD8.D81W) projects on a remote system.

The main problem that can be solved this way is downloading projects to ESA termi-
nals (PCD7.D7xx) equipped with a TCP/IP port. Unless the configuration described in
this report is used, there must be a person who switches the ESA terminal VT505
into download mode over modem.

Since the main topic of this test reports is TCP/IP network traffic, the reader has to
have some basic knowledge about the structure of IP networks and the functions of
the main components as well as the configuration of the Ethernet interfaces of a PC.

1.1 Used hardware und software

Hardware:

ISDN Router (and IP-hub): Allied Telesyn AR140 Internet Router
Touch screen terminal: PCD7.D771ET

PCD system as slave of terminal: PCD3.M5540

PC for programming/configuration of components of this test.

Software:
e PCD8.D81W Version 4.75 (VTWIN 4.75.00)
PG5 V1.3.100
Configuration Wizard for Router supplied together with router
Internet Explorer for configuring Router
(Telnet Client for connecting Telnet Server in order to manage built in Firewall
of ISDN Router)

1.2 Programs

In order to properly recognise whether there is communication between the PCD and
the touch screen terminal, a program counting up the register 0 and toggling flag 0
was created and downloaded.

On the PCD7.D81W there is only one page configured which shows the state of flag
0 of the PCD and displays the register 0.

The configuration of the PCD3 and of the PCD7.D771ET contain the IP configuration
and in the S-Bus settings
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2. Test setup with two ISDN routers

2.1 Network structure

The structure of the network is shown below. The routers mainly do connect the two
sub networks and route packets from one to the other. Additionally, they work as
hubs for the concerned sub networks.

As soon the local router receives a packet that has a destination IP address in the
remote subnet, it will initiate a call and logon to the remote router. Once it got the ac-
cess rights, it will send the telegrams to be routed.

The response telegrams will be routed back over the same way. If there is no com-
munication for a specified time, the routers will disconnect and only work as hubs for
the “own” networks.

All cables in the installation aren’t crossed (since the internal hub of the routers do
feature an uplink which has to be set to “Hub” in case the connection PC-Router is
going over an hub (=hub-hub connection which would require a crossed cable if no
uplink port were available)).

Network constellation with two ISDN routers

local PC
172161120

111
ISDN router | 172.16.1.150

ISDM Line

PR

I1SDN router | 172162151

local IP-network 172.16.1.0

remaote IP-network 172.16.2.0
|

FCD3M5540 PCDZ.DFET
172.16.2.130 172162131

2.1.1 Programming and testing the PCD

The hardware configuration of the PCD must contain the correctly fitting IP address
(of the remote network), subnet mask (in the example above 255.255.255.0) and the
correct default gateway (ISDN router of the network where the PCD is connected to,
means of the remote network). Additionally, S-Bus support must be enabled and an
address must be set (in the structure above: 0).

The user program on the PCD mainly does commute the flag 0 and increment the
register 0. These two PCD medias will be displayed on the terminal PCD7.D771ET.
A backup of the PG5 project (Project ISDN-router ESA.zip) is located in the same
folder as this document.
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A good test for this project is to run it on the same network as the PCD7.D771ET. If
the register 0 and flag 0 are shown, the communication is running. If the values of
these medias are changing, also the program is running properly.

2.1.2 Programming and configuring the touch screen terminal

In the project for the touch screen terminal the IP address settings of the PCD7.D7xx
as well as the communication settings of the PCD3 (including S-Bus address) have
to be entered correctly.

In the example project which is located in the “common files” folder of the PG5 pro-
ject “ISDN-router_ESA” there is only one page showing register 0 and flag O of the
PCD3 (172.16.2.130, S-Bus station 0 in the example project).

2.1.3 Installing and connecting the routers

The installation and configuration of the routers most likely does require some
changes in the network configuration (TCP/IP settings) of your PC. There is a CD
coming together with the routers which provides an installation wizard for the routers.
Unfortunately, you won’t have much choices regarding the network interface configu-
ration of the routers while the first initialisation. Therefore the routers will end up be-
ing DHCP servers and having the IP address 192.168.242.242.

Therefore you have to set up your IP interface of the PCD as DHCP client. This has
to be done in the TCP/IP settings of the Network properties (to be found on W2k un-
der Startmenu/Settings/Network and Dial-up settings/<your network>). In the TCP/IP
settings check the option “Optain an IP address automatically”. Of course you can
use the “AR100 access wizard” delivered together with the ISDN router for this task
(note that this wizard will also set the router as proxy server in the Internet Explorer
(IE) “internet options”.

In the main menu of the start.exe of the CD “AR100 SERIES INTERNET ROUTER-
INSTALLER AND DOCUMENTATION”. You now can select the option “configure
router’. This will show you the IP address of your connected router (very likely
192.168.242.242).

After executing the “Configure Router” wizard or setting the default gateway as well
as the proxy server to the router you’ll be able to connect to the router connected to
the IP interface of your PC. Open IE and type “http://192.168.242.242” as address to
be browsed. The following login prompt should appear (but with your router's IP-
address):

Enter Network Password 2] x|
%@ Pleaze type vour uzer name and pazsward.,
Site: 172.16.1.150
Fealm ATI Raouter
Uzer Mame I|

Paszwaord I

[~ Save thiz password in your password list

]S I Cancel

As User Name type “manager’” and as password “friend” in order to access the
router. Now the configuring procedure of the router starts with the following window:
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2.1.4 Configuring the routers

Once a connection to the routers is established the routers first have to be config-
ured. This is done by web pages of the router-internal web server that are shown e.g.
on the Internet Explorer (IE). Below a screenshot of the first page of a not configured
router is shown:

7} Welcome Page - | SAIA-BURGESS MURTEN | Microsoft®internetExplorer | —|oi x|
Bl Edt Wew Favorkes Took  Help |-
Back v o= - @D 2] & | Qoesrch [fFavortes veda | - Lh ] - = I
[ agives |&] htpijj192.168.242.242] | @6 ks »|

B elcore toyour | —_y =
AVZ Allied Telesyn AR140 Router '

“arsion 1.96 Serial No. 52065531

This Configuration Wizard will guide you through the process of configuring your router
for the first time. Have ready any connection information supphed by your service
provider(s). Use the buttons on these web pages, NOT the browser's Back
button, to move through these pages. Select the type of connection(s) you want

" ISDHN call to the Internet

& |SDHN call to the Office

~ ISDH call to the Office
ISDH call to the Internet

AT Allied Telesyn | NEXT Y
Copyright & 2000 Allied Telesyn International. Al rights rese e d.
-
4l |
| 8] Done [ |BE Lacal intranet o

During the configuration of the router you'’ll be prompted for the following settings:
e Type of connection (to access a remote network, select “ISDN call to the Of-
fice”)
e Number for phone on port 1 and on port 2 (needed in order to set the MSN;
multiple subscriber number).
¢ Remote office ISDN number (which will be the router you call or is called),
Remote office username and password (access information you need to con-
nect to the remote network)
e Local username and password (password that is required to enter the router
your connected with at the moment)
After setting this main information you can end the wizard.
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In order to use the router for downloading and connecting PCD controllers and ESA
terminals you’ll have to set up the Ethernet connection according to your needs.

Note that since neither a PCD nor a ESA terminal supports DHCP it is not recom-
mended to use this option unless you need it for some other PC’s on the remote or
local network.

This is to be done on the page “Ethernet LAN Connection” which applies on the
Ethernet interface of the router:

2} Ethernet LAN Connection - | SAIA-BURGESS MURTEN | Microsoft®InternetExploes I =] S
File Edit Yew Favorkes Tools Help - |-
FBack ~ = - ) (2] 4| Qoearch [ifFavorkes Aveda 4 By Sb - =
Agdress | €] http:f192.168,242 242/UPDATEETHCONN x| @ | ks »

AR140(S) Router

Ethernet LAN Connection

Yersion 1.9.6  Senal Mo 5806553

Use this page to change your Ethernet LAN connection parameters

Madify the Ethernet IP address and the subnet mask of your router here, Note that
when you alter the P address and click OK, your browser wall lose contact with the
router and you will need to reconnect to the router. If you change the address to be in
a different P subnet you will need to change the IP addresses of the PCs on your LAN
to be in the same subnet, or be dynamically allocated if DHCP is anablad on your
routar.

IP address: 172 16 .1 150

IPmask: [255 (265 _[256 [0

When DHCP is enabled, your router will allocate IP parameters, including IP address
and gateway address, to the PCs on your LAN that are configured to automatically
obtain an IP address. The |P address above will be used to determine the range of [P
addresses allocated by the DHCP server. Mote that if DHCP is disabled all PC's on
wour LAN will have to be configured with static IP addresses

™ Enable DHCP server

AP Mlied Telesyn [CANCEL | OK |

Copyright @ 2000 Alliad Telasyn Intemational, All rights resenred, T
-

| ;l_l

&

[ 4]
[&1one T [ [ Eeewes
On this page, set the IP for the router in your local network and make sure the DHCP
server is disable unless you need it for some reason. If so, make sure you also set
the address range for the address distribution!

You have to repeat the whole procedure for configuring the router on the remote net-
work. The only difference is that in this case you need to enter the IP-address of your
remote network.
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2.1.5 Configuring the PC and the software running on it

To tell your PC which interface and gateway it has to try if an IP telegram is sent to
your remote network a route has to be configured. Therefore use the route command
in the command prompt. Below there is an example for setting a route to the subnet
172.16.2.0 over the router 172.16.1.150

mmand Prompk
snripecont ig

Windows 2088 [P Configuration

Ethernet adapter TGS Hetwork (blue cablezl:
Connection—specific DHS Suffi: et
IP Addwess. - . . - - & = « = « - 2 172.16.1.120
subnet Hask . . . . . . . . . . . & 2952.400.400.4
Default Gateway : 192.16.1.158

Ethernet adapter SAIA Burgess Intranet:

Connection—specific DHNS Suffix . & saia-burgess.ch
IP Addyess. . - . o o & = = o o - 2 192_158.12_185
Subnet Mask . . . - . . . . . . . & 255.255.255.8

Default Gateway T 192.168.12 221

P:%>proute ADD 172.16.2.8 MASK 255.255.255.8 17Y2.16.1.150

13N

Once this is done, you should be able to ping your remote ISDN router as well as
your stations located in the remote network.

If the pinging was successful, try to download your ESA project to the terminal in the
remote network and try to connect to the PCD in your remote network. If there is no
connection established, it may occur to get a timeout on the first attempt (delayed by
the routers establishing a connection).

2.1.6 Firewall
Since the routers do also have an integrated firewall (activated by default but no po-
liciy configured) it might be possible that this has to be disabled for the first tests. If
so, connect the firewall via Telnet as following:
e Open the command prompt and type telnet <ip-address of router>
Enter the username manager
Enter password friend >Manager should be displayed
Check whether the firewall is enabled by typing show firewall
To disable, select disable firewall
To re-enable, select enable firewall
For finishing the telnet connection type logoff
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3. Connection with ISDN router and ISDN TA

3.1 Network structure

It is also possible to replace the router connected to the PC by an ISDN TA (terminal
adapter). For establishing a connection over a TA, a Dial-up connection has to be
configured. This Dial-up connection is similar to a connection to an internet provider
but with the difference that we don’t receive an IP but we define it for ourselves (=no
DHCP but a statically configured IP interface of this TA).

In order to be able to set a route as described in the chapter above, we need to as-
sign the IP of this TA as station of a subnet that doesn’t already exist in the network
environment.

Network constellation with ISDN router and ISDN TA

local PC
172.16.1.120

[ 1721831

ISONTA | ®

ISOM Line

ISDN router | 172.16.2.151

remote IP-petwaork 172.16.2.0
]

PCDI.M5540 PCD?.DFET
172.16.2.130 172162131

3.1.1 Configuring the Dial-up Connection

The required settings are shown below:
e Crate Dial Up connection:

Jaxa| Programs
Documenks

Setkings

work and Dial-up Connections  *| B ™

Search L ==
Printers L @ Dial-up Connection

Help ﬂ Taskbar & Start Menu. .. =tk SAIA Burgess Intranet

b TCS Metwark (blue cables)
2l Run...

Log OFf chiducha...

Shut Dawn...

e On the general tab of the Dial-up Connection window select the TA (previously
installed) and enter the phone number of your router
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¢ On the Networking tab of the Connection window only select the TCP/IP sup-
port and define an IP address (Subnet not already existing before!) under

Properties.

Dial-up Connection i

Eene{d] Dpliuns' Secunty  Metwarking ] Shaingl

Type of dishup server | am calling Internet Protocol (TEP/IP) Properties

|PPP: Windows 95/98/NT4/2000, Interr

Components checked are used by this o
T Intemet Protocol [TCR/R)

[ 2} File and Printer Sharing for Micro:
[ = Client for Microsoft Mebworks

Ingtall . piirestall

— Deseription

Transmizzion Confrol ProtocolfAnternet
wide area natwork pratocal that provid
aciozs diverse interconnected network

21|
I
21
ereral ]
Y'ou can get IP zettings assigned automatically if vour network
suppoits this capabiity, Qthenvize, you need to ask vouws network
adrmirestratod for the appropaats P sattings.
" Obtain an P addiess automatically
¥ Alze the follovang |F address:
(lF’address; [172.18 . 3 .1
(" Obtain DMS server address attomatically
% Usa the following DNS server addresses:
Prefered DMS server: I
Alteinate DNS zervar |
Advanced..
0K I Cancel I

¢ In the Sharing tab unselect the “Enable Internet Connection Sharing for this

connection”.

e Close the windows by selecting “OK” and dial in
e Make sure you add a route as described in the above windows. The TA is your
gateway which means you have to enter the following route options:
route ADD <remote network> MASK <remote subnet mask> <IP of TA>

It is possible that the routes needed in the test with two routers have to be deleted

since they aren’t valid any more!
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4. Test results

These tests showed the following points:

It is possible to download projects of the PCD8.D81W (VTWIN) to PCD7.D7xx
equipped with an Ethernet interface without someone on site

The connection is established automatically in case of the use of two ISDN
routers

It is possible to download PG5 projects to PCDs (Ether-S-Bus stations) having
an Ethernet interface

The connection can be established by first activating a connection and then
adding a route (while the tests the added route over a Dial-up connection was
removed disconnecting)

The networks can be defined by the user (no DHCP is required) on either net-
work constellation

Proxy servers and already existing network functions aren’t affected if properly
configured (exception is the setup procedure of the ISDN routers due to the
need of DHCP and set proxy addresses onto the routers!)

All cables in the installation aren’t crossed (since the internal hub of the
routers do feature an uplink which has to be set to “Hub” in case the connec-
tion PC-Router is going over an hub (=hub-hub connection which would re-
quire a crossed cable if no uplink port were available))
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